PRIVACY IMPACT ASSESSMENT TEMPLATE

Name of System/Application:

Program Office:

Once the Privacy Impact Assessment is completed and the signature approval page is signed, please submit an electronic copy and hardcopy with original signatures of the PIA to the SBA Senior Advisor to the Chief Privacy Officer in the Information Privacy Office of the OCIO. 

A. CONTACT INFORMATION

Guidance:  Each listing should include the full name, title, SBA Office and program, SBA phone number and SBA e-mail. 

1) Who is the person completing this document?(Name, title, SBA Office, phone number, and SBA e-mail)
2) Who is the system owner?(Name, title, SBA Office, phone number and SBA e-mail)
Guidance:  This is the official responsible for this system that will implement the legal information resources management requirements (privacy, security, Freedom of Information Act, system of records, data administration, etc).

3) Who is the system manager for this system or application?(Name, title, SBA Office, phone number. and SBA e-mail)
Guidance:  The manager who manages the day-to-day operations of an existing system, including having responsibility for the timely, accurate and relevant collection of individual’s information and the information’s lifecycle throughout the SBA. The term “System Developer” may also be used for those systems in development, and refers to the manager who develops the business case for procurement and governance purposes.

4) Who is the IT Security Manager who reviewed this document?(Name, title, SBA Office, phone number and SBA e-mail) 
Guidance:  This is the SBA’s Chief Information Security Officer (CISO) or a designated Program Office IT Security Manager..
5) Who is the Privacy Officer who reviewed this document? (Name, title, SBA Office, phone number and SBA e-mail) 
Guidance:  Provide the name of the Chief Privacy Officer (CPO) or designee, often the Senior Advisor to the Chief Privacy Officer.

6) Who is the Reviewing Official?(Name, title, SBA Office, phone number. and SBA e-mail)  
Guidance:  This is the SBA’s CIO or other agency head designee, other than the official procuring the system or the official who conducts the PIA).
B. SYSTEM APPLICATION/GENERAL INFORMATION

Guidance:  This section offers an overview and defines the scope of general system information and pertains to any system that collects, maintains, uses, and disseminates information, and that can be retrieved by the name or other identifier particular to an individual(s). This section also pertains to electronic systems of records (SOR) covered by the Privacy Act. For more information on SORs, refer to the SBA Privacy Act Procedures Manual. (http://collab.sba.gov/sops/Documents/4004/SBASOP-40-04-3.pdf)
1) Does this system contain any information about individuals?  If yes, explain.
Guidance:  Explain how information is collected (paper form, online application, etc.), and list all types (full name, social security number, birth date, address, account numbers, biometric identifiers etc...) of information collected and stored in the system throughout the information’s lifecycle. 
a.  Is the information about individual members of the public?
Guidance:  If yes, a PIA must be submitted with the IT Security C&A documentation.

                     b. Is the information about employees?  

Guidance:  If yes, and there is no information about members of the public, the PIA is required for the SBA IT Security C&A process.
2) What is the purpose of the system/application?

Guidance:  Complete answers to questions such as:  What will be the primary uses of the system/application?  How will this support the program’s mission? Please provide a detailed explanation about your system/application.
3) Is the system in the development process? 

Guidance:  If no, continue with question 4. If yes, please describe: 

1. Privacy documentation related to system’s development, including, as warranted and appropriate, statement of need, functional requirements analysis, alternatives analysis, feasibility analysis, benefits/cost analysis, and, especially, initial risk assessment; 

2. The impact the system will have on an individual’s privacy, specifically identifying and evaluating potential threats relating to each of the elements identified in question B(1) above, to the extent these elements are known at the initial stages of development; 

3. Updates needed before deploying the system to consider elements not identified at the concept stage (e.g., retention or disposal of information), to reflect a new information collection, or to address choices made in designing the system or information collection as a result of the analysis.

4) How will the technology investment (new or updated) affect existing privacy processes?

Guidance:  Consider the information “life cycle” (i.e., collection, use, retention, processing, disclosure and destruction) and explain how information handling changes at each stage may affect individuals’ privacy. The analysis for existing or developing systems should include an extensive analysis of the: 

1. Consequences of collection and flow of information, or any changes associated with system updates;

2. Alternatives to collection and handling as designed or updated; 

3. Appropriate measures to mitigate risks identified for each alternative and, 

4. Rationale for the final design choice or business process. 

Additionally, SBA may use a standardized approach (e.g., checklist or template) for PIAs involving simple systems containing routine information and involving limited use and access. 

5) What legal authority authorizes the purchase or development of this system/application?

Guidance:  Describe the statutory provisions or Executive Orders that authorize the maintenance of the information to meet an official program mission or goal. Please review the system documentation and other information related to the design, approval, and implementation of the system/application. 
6)  Privacy Impact Analysis:  What privacy risks were identified and describe how they were mitigated for security and access controls?

Guidance:  Please discuss the particular security risks presented by the system and how they have been mitigated. Do not discuss in such detail as to compromise security measures, but please discuss how the security measures enable for the system (user access controls, auditing , etc.) help mitigate any potential risk to the security of the system or the privacy of the information it contains. You can reference the system C&A and FISMA documentation.

C.      SYSTEM DATA
1) What categories of individuals are covered in the system?

Guidance:  Explain the customer groups that are served by the system, such as loan applicants, small business owners, lenders, etc.... What type of individuals are utilized within the system? 

2) What are the sources of the information in the system?

a. Is the source of the information from the individual or is it taken from another source?  If not directly from the individual, then what other source?

Guidance:  List of sources of the information, such as individuals applying for loans, creditors  and/or forms individuals completed from an SBA web page. Write a short explanation of each source.

b. What Federal agencies are providing data for use in the system?

Guidance:  List any federal agencies where the data originates. (E.g., the Social Security Administration, the Internal Revenue Service, Office of Personnel Management etc.) Explain how information is being received by the system.

c. What Tribal, State and local agencies are providing data for use in the system?

Guidance:  List all Tribal, State or local agencies that provide information where the data originates. 

d. From what other third party sources will data be collected?
Guidance:  List any third party (usually a non-Federal person or entity), which may be a source of data/information (i.e., a lender, an internet service provider, a data center host).

e. What information will be collected from the employee and the public?
Guidance:  Be as specific as possible and list information on individuals collected from the public such as a social security number, address, debts owed, account numbers, and telephone numbers.  Employee information may include badge number, user identifier, telephone number, social security number and health information. 

If you are collecting information from the public, contact your Information Collection Clearance Officer to ensure that you have an OMB approval to do so or to determine whether you need to obtain an OMB approval to collect the information.  The Paperwork Reduction Act of 1980 establishes requirements for collecting the same information from 10 or more individuals (this does not include employees acting in their official capacity).   This information may be helpful in responding to Exhibit 300, Part II, D.3, regarding OMB approval codes for collections of information.

This information is used in preparing the Privacy Act system of records notice.  If the system already has a Privacy Act system of records notice, then the information for this question should reflect the information already in the notice.

3) Accuracy, Timeliness, and Reliability
Guidance:  The Privacy Act of 1974 requires that agencies only maintain data that is accurate, relevant, timely, and complete about individuals.  These requirements are statutory and the PIA should explain SBA’s efforts to comply.  

Document how the requirements are enforced while the data is retained in the system, and what data is considered sensitive.  Maintaining metadata (documentation on the data) is important so it can be referenced in the future to identify data conditions when making decisions about data from a system (see OMB Circular A-130 8.a.4, SBA Privacy Manual).

Although the following does not apply to information covered by the Privacy Act, information used to make or influence decisions and that is published in the public domain, may be subject to challenge by the public under the Data Quality Act.  The need to publish correct and useful information should always be a concern.  Third party information or information originating outside of SBA that is adopted by SBA in any decision-making process is subject to the Data Quality Act and efforts to comply should be outlined in the question.

a. How is data collected from sources other than SBA records verified for accuracy?

Guidance:  Explain efforts by business partners (other agencies, lenders or other third-party organizations) to verify data accuracy due to the Privacy Act provisions that require that only relevant and accurate records should be collected and maintained about individuals. Explain whether information in the system is checked against any other source of information outside your organization before the information is used to make decisions. If not, are rules and procedures in place to reduce data inaccuracies within the system. Discuss these rules and procedures.
Data accuracy and reliability are important requirements in implementing the Privacy Act. The statute requires that each agency that maintains a system of records shall “maintain all records which are used by the agency in making any determination about any individual with such accuracy, relevance, timeliness, and completeness as is reasonably necessary to assure fairness to the individual in the determination.”

(5 U.S.C. 552a (e) (5). 

b. How is data checked for completeness?

Guidance:  Explain the process to check data before the data is deemed accurate. Are controls in place to ensure completeness of data prior to its processing? Explain.
c. Is the data current?  What steps or procedures are taken to ensure the data is current and not out-of-date?  Name the document (e.g., data models).

Guidance:  Describe the steps or procedures that are taken to ensure the data is current, including, if applicable, the document (e.g., data models).

If the data is out-of-date, then the relevancy and accuracy of the data are called into question.  This is particularly true with data warehousing.  A data warehouse may contain data that is not current, which would cause a domino effect throughout the data stores.

d. Are the data elements described in detail and documented?  If yes, what is the name of the document?

Guidance:  The data element description should provide information on the legal requirements of the data.  Data elements should also be documented in keeping with OMB Circular A-130 requirements for determining the privacy impact at each stage or phase of the information life cycle.

4) Privacy Impact Analysis:  Discuss what privacy risks were identified and how they were mitigated for the types of information collected?

Guidance:  For example, if the Program Manager or System Owner chose to restrict collection of information please include the reasons behind the decreased scope of collection. Further, if specific risks are inherent to the sources or methods of collection, please discuss how those risks were mitigated.  


D.  DATA ATTRIBUTES

1) Is the use of the data both relevant and necessary to the purpose for which the system is being designed?

Guidance:  Explain why SBA processes cannot accommodate less specific data. The Privacy Act at 5 U.S.C. 552a(e)(1) requires that “each agency that maintains a system of records shall maintain in its records only such information about an individual as is relevant and necessary to accomplish a purpose of the agency required to be accomplished by statute or by executive order of the President.”  

2) Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected, and how will this be maintained and filed?

Guidance:  Explain how the system will derive new data and create previously unavailable data about an individual through aggregation from the information collected, and how that will impact information’s lifecycle within the SBA.  

What is meant by derived and aggregation?   

· Derived data is obtained from a source for one purpose and then the original information is used to deduce/infer a separate and distinct bit of information that is aggregated to form information that is usually different from the source information. 

· Aggregation of data is the taking of various data elements and then turning it into a composite of all the data to form another type of data. (For example, tables or data arrays).   

Refer also to the General Accounting Office (GAO) report on “Data Linkage and Privacy” (GAO-01-126SP) at http://www.gao.gov/new.items/d01126sp.pdf.

3) Will the new data be placed in the individual’s record?

Guidance:  Describe how the new data that is created either by deriving or aggregating the data be attached to a person’s record. Will it be placed in a new filing system?  Or will it be placed in an existing file system with information on the individual (for example, in the employee’s Official Personnel File or manager’s file)?  

4) Can the system make determinations about employees or members of the public that would not be possible without the new data?
Guidance:  If No, state “No”.  If yes, explain how automated or manual analysis using the new system may produce information about the individual. 
5) How is the new data verified for relevance, timeliness and accuracy?

Guidance:  This question only applies if new data is aggregated or derived to make a decision based on question D.4.  Refer to the relevance, accuracy and timeliness questions provided for question C.3 above. If the question is not applicable please state N/A.

6) If the data is being consolidated, what controls are in place to protect the data from unauthorized access or use?

Guidance:  Describe efforts to safeguard the consolidated data, if the data is being consolidated, that is, combined or united into one system, application, or process. Explain existing controls, if any, that remain to protect the data and any necessary efforts to strengthen the control(s) to ensure that the data is not accessed inappropriately or by someone unauthorized to access the data.  These controls will help to prevent unauthorized use from occurring.  Minimum sets of controls are outlined in OMB Circular A-130, Appendix III.  Another consideration is the use of Role Based Access Controls (RBAC).  For more information on RBAC go to http://csrc.nist.gov/rbac/.

The SBA Security SOPs describe the practice of identification and authentication that is a technical measure that prevents unauthorized people or processes from accessing data.  The IT Security C&A process requires a system security plan outlining the implementation of the technical controls associated with identification and authentication.

7) If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  If process are not be consolidated please state, “N/A”.
Guidance:  Refer to the SBA IT Security Risk Assessment Guide processes, deliberately developed to be broad in scope, when describing the technical security aspects and the managerial and operational as well.  When processes are consolidated, management must maintain the proper controls minimizing the risk to all systems.  The IT Security C&A process requires that a risk assessment be performed regularly on SBA’s major applications, networks, and computer installations.

8) How will the data be retrieved?  Does a personal identifier retrieve the data?  If yes, explain and list the identifiers that will be used to retrieve information on the individual.

Guidance:  Explain how a personal identifier associated with data retrieval mechanism is used and list each potential identifier.  This may be an extensive list, if a database has multiple links between data points, like a name and a zip code or a street number and a first name.  A system with data on individuals that is retrieved by a name or personal identifier is a Privacy Act system and will need a published system of records notice in the Federal Register.  If you do not have a published system or record notice, contact the SBA’s Privacy Officer.

9) What kinds of reports can be produced on individuals?  What will be the use of these reports?  Who will have access to them?

Guidance:  Create a table listing every report, its use and who will have access to it. Also, include examples of potential ad-hoc reports.

                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                        10) What opportunities do individuals have to decline to provide

information (i.e., where providing information is voluntary) or to consent to particular uses of the information (other than required or authorized uses), and how individuals can grant consent.

Guidance:  Explain the process for individuals to decline to provide the information, and the work-around to accommodate these requests within the system.  Responses to Information Collection Clearance packages submitted to OMB also request the same information, and a response can be taken from that package.  Contact your Office of Administration (OA).

11) Privacy Impact Analysis:  Describe any types of controls that may be in place to ensure that information is used as intended.

Guidance:  For example, is appropriate use of information covered in training for all users of the system? Are disciplinary programs or controls (i.e. denial of access) in place if an individual is found to be inappropriately using this information?
E. MAINTENANCE AND ADMINISTRATIVE CONTROLS

1) If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?


Guidance:  Describe processes and procedures that allow multiple sites to safeguard accurate, timely and relevant data throughout the data’s lifecycle.
2) What are the retention periods of data in this system? 

Guidance:  Describe how the system complies with the Privacy Act requirements for the retention and disposal of information about individuals in Privacy Act system of records.  Do not neglect records that reside in backups. (The information is published in the Federal Register with the Privacy Act system of records notice).  Retention also supports the Privacy Act requirement to maintain such records “with such accuracy, relevance, timeliness, and completeness….”

The retention periods of data/records that the SBA manages are explained in the Records Management Program.  

3) What are the procedures for disposition of the data at the end of the retention period?  How long will the reports produced be kept?  Where are the procedures documented?

Guidance:  Clarify how records are determined to be unneeded, and how those records are disposed of, including backups. Disposing of the data at the end of the retention period is the last state of life cycle management.  Records subject to the Privacy Act have special disposal procedures.  Also, refer to SBA SOP 00 41 02, Records Management Program, and National Institute of Standards and Technology special publications on Managing Sensitive Information Systems.

4) Is the system using technologies in ways that the SBA has not previously employed (e.g., monitoring software, Smart Cards, Caller-ID)?

Guidance:  Explain any innovations in technology or process that are new to SBA, including how technology or process was accepted, including any activity logs or backups that may contain individual information. Are there new ways used to monitor activities of the individual in any way?  For example, access logs may already be used to track the actions of users of a system, but new software allows keystroke monitoring. 

5) How does the use of this technology affect public/employee privacy? 

Guidance:  Describe the impact on either public or employee privacy the new technology or process will have on affected individuals. If “N/A,” please state so.
6) Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain. 

Guidance:  Most systems provide the capability to identify, locate, and monitor individuals (e.g., audit trail systems/applications).  Data base administrators or systems engineers for a particular system should be able to address this issue.

7) What kinds of information are collected as a function of the monitoring of individuals?

Guidance:  The SBA IT Security Plan describes the audit trail process.  In response to this question provide what audit trails are maintained to record system activity and user activity including invalid logon attempts and access to data.  The IT Security C&A process require a system security plan outlining the implementation of the technical controls associated with identification and authentication.

8) What controls will be used to prevent unauthorized monitoring?

Guidance:  Explain the processes and tools used to avoid and detect unauthorized monitoring, such as business rules, internal instructions, technologies or posted Privacy Warning Notices. 

9) Under which Privacy Act systems of records notice (SORN) does the system operate? Provide number and name.

Guidance:  If a system is a Privacy Act system of records, a Privacy Act system of records notice must be published in the Federal Register before a system can operate according to the Privacy Act.  If you do not know the Privacy Act systems of records (SOR) notice, contact the SBA Privacy Officer.  Any officer or employee who knowingly and willfully maintains a SOR without meeting the Privacy Act notice requirements (5 U.S.C. 552a (e)(4)) is guilty of a misdemeanor and may be fined up to $5,000.  Also refer to information for question D. 8 above.

If a name or other personal identifier is not used to retrieve information, it is possible that the system is not a Privacy Act system.  However, even though information may not fall under the Privacy Act’s protection and requirements, certain information may be protected from disclosure under the Freedom of Information Act.

10) If the system is being modified, will the Privacy Act system of records notice require amendment or revision?  

Guidance:  The system may already have a Privacy Act system of records notice that applies to it, although the Privacy Act requires that amendments to an existing system must also be addressed in a Federal Register notice (see the SBA Privacy Act Manual).  Consult with the SBA’s Privacy Officer.

F. DATA ACCESS

1) Who will have access to the data in the system? (e.g., contractors, users, managers, system administrators, developers, tribes, other)

Guidance:  Create a list of all potential users who may have system access, including “other” users who may not be as obvious as those listed above, such as the GAO or the Inspector General.  “Other” may include database administrators or IT System Security Managers.  Also include those listed in the Privacy Act system of records notice under the “Routine Use” section when a Privacy Act system of records notice is required.  The more comprehensive the list, the better it is.

2) How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?

Guidance:  Describe the division of users into groups, the roles of potential user groups, as well as the responsibilities of those that require access. Explain how the groups must access the system to fulfill the SBA’s mission. For the most part, access to data by a user within the SBA is determined by the “need-to-know” requirements of the Privacy Act (this means to authorized employees WITHIN the SBA who have a need for the information to perform their duties).  Care should be taken to ensure that only those employees who need the information have access to that information.  Other considerations are the user’s profile based on the user’s job requirements and managerial decisions.  

The criteria, procedures, controls and responsibilities regarding access must be documented to comply with the intent of the Federal Information Security Management Act of 2002 for standards and guidelines on security and privacy.  What criteria will the manager and system security person use to decide on access to the data, for example?  


The SBA Privacy Manual indicates that the system manager is responsible for ensuring that access to information and data is restricted to authorized personnel on a “need-to-know” basis.
3) Will users have access to all data on the system or will the user’s access be restricted?  Explain. 

Guidance:  Describe the criteria used to determine access for each group of users. Also see explanation in #2 above.  Usually, a user is only given access to certain data on a “need-to-know” basis for information that is needed to perform an official function.  Care should be given to avoid “open systems” where all information can be viewed by all users.  System administrators may be afforded access to all of the data depending upon the system and/or application.  However, restrict access when users may not need to have access to all the data.  For more guidelines on this, refer to the Federal Information Processing Standards [FIPS] Publications at http://csrc.nist.gov/publications/fips/fips200/FIPS-200-final-march.pdf
The IT Security Plan describes the practice of applying logical access controls.  Logical access controls are system-based means by which the ability is explicitly enabled or restricted.

It is the responsibility of managers of systems to ensure no unauthorized access is occurring.

4) What controls are in place to prevent the misuse (e.g., unauthorized browsing) of data by those having access?  (Please list processes and training materials)
Guidance:  List and describe the business rules, internal instructions, posting Privacy Warning Notices or training efforts that are used to address access controls and violations for unauthorized browsing and access.  Outline the processes applied on a day-to-day basis.

According to OMB Circulars A-123 and A-130, every system/application/process that uses data must have some sort of control to prevent the misuse of the data by those having access to the data.  

The IT Security Plan describes the practice of audit trails.  Audit trails maintain a record of system activity and user activity including invalid logon attempts and access to data.  The C&A process requires a system security plan outlining the implementation of the technical controls associated with identification and authentication.

Additionally, all employees, including contractors, have requirements for protecting information in Privacy Act systems (see SBA Privacy Act regulations).  Describe the controls in place.  This will be helpful in completing Exhibit 300, Part II. C. 2. (D).
5) Are contractors involved with the design and development of the system and will they be involved with the maintenance of the system?  If yes, were Privacy Act contract clauses inserted in their contracts and other regulatory measures addressed?
Guidance:  Explain which contractors have access for development or maintenance, and why, and include the contract number if necessary. Include the Privacy Act contract clauses inserted in their contracts, along with any other relevant regulatory contract language.

6) Do other systems share data or have access to the data in the system? If yes, explain.

Guidance:  This question deals primarily with interfaces between processes, systems and applications, and any Memorandums of Understanding (MOU) that apply.  Describe the connection or method for sharing data (FTP or XML transmission or transferred).  The appropriate IT specialist may be able to describe the connection if additional technical information is required.  

For further information on interfaces and applicable guidance, refer to FIPS Publication 191, Local Area Networks.  The publication contains definitions and explanations that may assist you (see FIPS publications at (http://csrc.nist.gov/publications/fips/fips191/fips191.pdf).

Review SBA SOP 40 04 3, Privacy Act Procedures to determine whether any information that may come from an existing Privacy Act SOR allows that information to be exchanged and used for these new purposes or uses.   

7) Who will be responsible for protecting the privacy rights of the public and employees affected by the interface? 

Guidance:  Outline the roles and responsibilities for safeguarding privacy in the system., Although all employees who have access to information in a Privacy Act system have some responsibility for protecting personal information covered by the Privacy Act (see SBA SOP 40 04 3, Privacy Act Procedures), often the information owner and system manager (identified in the Privacy Act system of records notice) share responsibilities. 

For system manager responsibilities identified by the Privacy Act refer to SBA Privacy Act Procedures.
8) Will other agencies share data or have access to the data in this system via transferred or transmitted (Federal, State, and Local, Other (e.g., Tribal))?

Guidance:  This question deals primarily with agencies outside of the SBA and will include the oversight agencies.  
9) How will the shared data be used by the other agency?

Guidance:  Describe how each agency will use the data being transferred or transmitted.  

10) What procedures are in place for assuring proper use of the shared data? 

Guidance:  Explain how the SBA and the other agency will safeguard the data use, including logging or tracking access, physical security, destruction, etc.  Refer to OMB Circulars A-123:  Management Accountability, and A-130:  Management of Federal Information Resources.
11) Privacy Impact Analysis:  Discuss what privacy risks were identified and how they were mitigated for information shared internal and external. 

Guidance:  For example, if your Program Office has access to the system that your Office controls, discuss how access controls have been implemented and whether audit logs are regularly reviewed to ensure appropriate sharing of information. You can discuss interagency memorandum of understanding between your agency and other agencies, to include third party entities.
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