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2006 Veteran
Champion

Andrew Douglas Davis
Chairman & Co-Founder
Comfort for Courage
Minneapolis, Minnesota

Andrew Davis recently left the U.S. Army after
achieving the rank of Staff Sergeant and serving
three combat tours as a Ranger- two in Afghanistan
and one in Irag. He is the Chairman and Co-Founder
of Combat for Courage, a non partisan, student-led
movement which began by providing comfort goods
to deployed service members and their families. The

organization recently created a first-of-its-kind Veter-
ans Transition Center at the University of Minnesota.

Andrew is a also a full time college student at the
University, works as the Subject Matter Expert for
Military Applications at Minnesota Defense, acts as
a Facilitator for the Defense Alliance of Minnesota
and is on Minnesota Senator Noun Coleman’s staff

Genevieve F. Thiers
CEOQ & Founder
Sittercity.com
Chicago, lllinois

A graduate of Boston College and Oxford University, Genevieve F. Thiers has extensive experience
within the babysitting industry. She is the Founder and CEO of Sittercity, Inc., now serving 20 cities
in the U.S. and more than 75,000. Her childcare articles have been published in magazine such
as Big Apple Parent magazine and Dallas Child. Her PR experience includes the TIME, CNN,
Bloomberg, the Chicago Tonight show, the Wall Street Journal, ABC, NBC, FOX and CBS.
Genevieve has literally worked hand with Big Bird, Cookie Monster, Telly and Oscar as
at intern and character performer for Sesame Place and CTW Studios. Genevieve
is also the author of Childcare: The Frantic Parent’s Field Guide.

2006 Women in

Business Champion

Janet Bullard

Office and Program Manager
Vermont Commission on Women
Montpelier, Vermont

Former SBA Administrator
Hector Barreto and Janet
Bullard, office and program
manager, Vermont Commission
on Women, receiving the
Women in Business Champion
of the Year Award.

Former SBA Administrator Hector
Barreto and Janet Bullard, office
and program manager, Vermont
Commission on \Women, receiving
the Women in Business Cham-
pion of the Year Award.

Janet Bullard is a native of Barre, Vermont and has worked in
state government since 1982. Although she was a single mom
with two kids, Janet worked very hard and believes in helping
other women do the same. In 1987, she came to the Commis-
sion on Women where she committed instantly to a constant
level of excellence in every aspect of her job. During this time,
she was committed to her family and also devoted incredible
focused energy and commitment to her job. With over 18 years
of experience, Janet responds to individual callers to VCW's
information and referral line, plans statewide events in coali-
tion with many organizations and always goes the extra mile.

2006 SBA Young Entrepreneur Champion




MESSAGE FROM THE CHIEF FINANCIAL OFFICER

| am pleased to submit the U.S. Small Business Administration’s (SBA) Performance and Accountability Report for FY 2006.
This report provides the SBA's program and financial results as required by the Reports Consolidation Act.
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FY 2006 was another strong year for the SBA in the area of financial management. SBA's unqualified independent audit opin-
ion reflects the progress we have made and the improved quality of our financial statements. By building on the improved
processes and internal control procedures we have put in place over the past several years, the Office of the Chief Financial
Officer (OCFQ) was able to address virtually all of the issues identified in last year's audit and complete our financial state-
ments within the accelerated schedule again this year. We made additional improvements in the quality of our data and
controls used in our financial reporting process, as evidenced by the reduction in findings and recommendations in the audit
report compared to last year and noted by our auditor in their assessment of the status of the prior year material weakness.

Despite SBA's improvements however, financial reporting continued to be identified as a material weakness by our auditor.
The material finding resulted from a restatement this year of a footnote to our prior year financials on the size of the SBA's
guaranty portfolio. SBA financial managers identified and corrected this prior year error using improved internal control
procedures. So although we recognize that we still have work to do in improving our controls, we believe the circumstances
surrounding the restatement is evidence that our efforts to strengthen controls are working.

Highlights of the SBA's financial management accomplishments during FY 2006 include:

¢ Implementation of OMB Circular A-123 Appendix A, Internal Control over Financial Reporting;

® Formalization of the SBA's change control process over accounting and reporting methods to better document and
control changes made;

® Continued use of financial information to help manage the Agency's activities;

® Development of several new analytical procedures that are being conducted monthly and quarterly throughout the
year; and

© Continued efforts to work with our program offices to ensure all open obligations were legitimate and that completed
obligations were closed in a timely manner.

In addition, we continued to strengthen our financial management team through continued communication on emerging is-
sues, training activities and a few strategic additions to the staff. For the first time ever, the OCFO held a training conference
that brought together all of the OCFQ’s accountants, budget and financial analysts and information technology profession-
als. About one third of the SBA OCFO is located in Washington, DC while the rest of the team is in Denver, Colorado, so the
conference was a unique opportunity for us to build our team, cross-train, exchange ideas and strengthen our commitment to
excellence in financial management.

The SBA also continued to make important strides in budget and performance integration this year. We expanded use of
our marginal cost methodology and made progress in our external evaluation of our financial assistance programs. We also
continued to refine and improve our activity based cost model with input from our program offices. Our ongoing efforts were
reflected in our green “status” in the President’s Management Agenda throughout FY 2006.

During FY 2006, the SBA's independent Audit and Financial Management Advisory Committee (AFMAC) was thoroughly
engaged in the financial reporting process and audit cycle, providing oversight of activities and making recommendations for
our financial statement footnotes and the PAR. We are proud to have one of the few independent audit committees within
the government and appreciate the opportunity to have such an esteemed group of professionals advising us. | thank them
for their support and dedication to our continued improvement.

SIBAY 175

G5~ Small Susiness Adminitraion

Performance and Accountability Report ¢  FY 2006



Message from the Chief Financial Officer

Looking ahead, the OCFQ has already identified several specific actions we plan to take to resolve the financial reporting ma-
terial weakness which has essentially been with us since the Agency’s previous auditor withdrew its prior year's unqualified
opinion and issued a disclaimer for FY 2002. We have made strong and steady progress each year since then as evidenced

in reports by our auditor and the Inspector General. We believe we can achieve our objective of eliminating the remaining
material weakness in FY 2007. To do so, we will strengthen the documentation of our existing quality assurance procedures
and conduct a comprehensive review of our financial reporting and quality assurance processes to identify strategies for im-
proving accuracy and quality in the financial statements. We will also look carefully at our yearend schedule and process to
reduce the need for and risk associated with yearend accounting entries. This will include further automating yearend entries
to minimize manual accounting activity and to make the reporting process more efficient and reliable.
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In summary, FY 2006 was another successful year in financial management at the SBA. While we are disappointed that we
were not able to fully resolve the issues underlying the material weakness from last year, we are confident we can resolve
the remaining issues in the coming year. We will continue to use the principles of the President’s Management Agenda as a
guide for the SBAs initiatives to improve financial performance in the coming year.

Finally, | want to give a special thanks to the SBA's OCFO team. While the impersonal notions of “controls,” “procedures”
and “systems” pervade the financial management arena, in fact financial management is a very human endeavor. It is the
personal commitment and dedication of SBA's OCFQO accountants, analysts, and credit program modelers that has been the
source of our many achievements over the last few years. Together we have established a culture of commitment to excel-
lence in financial management, and | am very proud to work with a team of such devoted public servants.

Thank you for your interest in our FY 2006 Performance and Accountability Report.

,Q«wl-nfil-[a;..

Jennifer E. Main
Chief Financial Officer
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AUDIT AND FINANCIAL MANAGEMENT ADVISORY COMMITTEE’S REPORT

The Audit and Financial Management Advisory Committee (the Committee) assists the Administrator in overseeing the U.S.
Small Business Administration’s (SBA's) financial operations. As part of that responsibility, the Committee meets with agency
management, the Agency's Inspector General, and its external auditors to review and discuss SBA's external financial audit
coverage, the effectiveness of SBA's internal controls over its financial operations, and its compliance with certain laws and
regulations that could materially impact SBA's financial statements. SBA's external auditors are responsible for expressing

an opinion on the conformity of SBA's audited financial statements with the U.S. generally accepted accounting principles.
The Committee reviews the findings of the Inspector General and external auditors, and SBA's responses to those findings,

to ensure that SBA's plan for corrective action includes appropriate and timely follow-up measures. In addition, the Commit-
tee reviews the draft Performance and Accountability Report, including its financial statements, and provides comments to
management who has primary responsibility for the Performance and Accountability report. The Committee met three times
with respect to its responsibilities as described above, and in conjunction with the 2006 fiscal year. During these sessions, the
Committee met with the Inspector General and external auditors without SBA management being present and discussed with
the external auditors the matters that are required to be discussed by generally accepted auditing standards. Nothing came to
our attention as a result of these discussions to indicate changes were needed to the financial statements and notes thereto
that are included in the Performance and Accountability Report for 2006.

ﬂm”;ﬁ#ﬁ?‘-'—!- -

Edward J. Mazur
Chairman
Audit and Financial Management Advisory Committee
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INSPECTOR GENERAL'S AUDIT REPORT

L5 SMALL BUSINESS ATDMINISTRATTON
QEFICE OF INSPECTOR GENERAL
WASHINGTON, IO 20416

AUDIT REFORT
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Inspector General’s Audit Report

KW s Lests for cemplance width certam liws, repulations, eentracts and gt
aurcements determined that the Apeney dowes ned fubly comply with Lhe Fmancial Inlormation
Security Manapomient Aclor OMB Circular A-130, Maragemens of Federal fafirrmal e
Rezonreos, beeause SBA necds 1n further improve 1ts entity-wide seewrily propram, BV s
tesls alsn disclesed msences whene S3A s financial managemen? svstems did ool suosian sty
comply with federal financial system requirements af the Federal Fipaneial Sanagement
Improvernent Avt, Details reparding the audiors’ conclusions are discussed iy mere deald in
Exhibits ¥ and 2 af the frdependernt dudiors’ Repart. Tinally, the auditor dsclesed no instsnees
i which 513a %5 financial management systems id not subsaanmially comply with fedecal
accaunting standacds, or the United Sedes Stadand Crencral f.edger al the ransaction 1evel.

We provided a deaft of KPMEO s repost 1o 2BA s Chnel Fuinanciat Cficer {CFDR, who
cineured with s ficdings and ageeed o0 iraplernent ke cecommendatons.  The CFO expressed
disappoimmont that the piopress e Agency Bes made in livanctal soporling was net sufficient 1
1edice the material wienbness 10 reponablc condiion. However. she moled that the Agoacy is
comuodtied o excellence e fineecial management sl looking faramed to making more progress
in fiscal wear (Y 2007,

W have alse attached SBAs faicial slleisoat seporrs fer FY 205, wloch ware
relssuwed by Cotlon & Company LI P {the predecessor auditor)  These reporls, which scconpany
SBA™s comparative [nancial statements for fecal wars 2006 ard 2005 were reissued o cormet
A matensl error i 51347 notoote Qe [ocones made e 2 threugh 2005 fmangial
slateroents. Cha Seplombe: 19, 2005 SBA aotificd the podocesson auwliion thay 81347
{heestinding Primcipstl of Faee Value and Chatsemding Principa! Guarenticd e SEA were cach
awverstated i the foginetes by 510 hillion. Cotton and Company determiined than s afiemnatien
wulil have affecked ils report had i1 been awars of the informatios anthe tme nithe andit. in s
relssued reports Colton and Company maintains is unqealified opaion en SBATS 'Y 2005
coree' idated palanee sheet; and the related consolidaled simemenls of cel cost, chanoes in net
position and finanetmg, and the combined siatemem of hudgetary resources for the vear then

coded

W revicwed KUPMO s and Codon snd Comypany’s repons and celatod docutncmlatsm and
made nocessiy gquirics of thoit respootive reproseniatives, Oher review wias mot interaded 1o
enahle s o cxpress, and we do ool express, an opimon on the 2RA s finsncinl stalemeonts,
corclusions aboual the effectiveness of internzl conteol or conclusions on BRAs compliance with
Taws and tepulations. However. our review disclosed nonstances whese BEPMCG or Cotton and
Crompany did not cormply. io all rraterial respeets, sath gencoaby accepled govermnest audiling
standards.

We appreciate the conperatiomn and assistance of SEA KPMU and Collon and Coonpaay
represeniilives. Should vou or your =1olT have any guestions, please costact me ol (202 2466
7300 or Jetlrey B, Boindle, Direetor. Infosracon Technolegy and Finaneial Manaperne o Crroup
at (202) 202 7420,

Atachments

uuuuuuuuuuuuuuuuuuuuuuuuu

Performance and Accountability Report FY 2006



INDEPENDENT AUDITORS’ REPORT ON FY 2006 FINANCIAL STATEMENTS

KPMG LLP
2001 M Street, NW
Washington, DC 20036

Independent Auditors’ Report

Office of Inspector General,
U.S. Small Business Administration:

We have audited the accompanying consolidated balance sheet of the U.S. Small Business Administration
(SBA) as of September 30, 2006, and the related consolidated statement of net cost, changes in net
position, and financing, and the combined statement of budgetary resources (hereinafter referred to as
“consolidated financial statements”) for the year then ended. The objective of our audit was to express an
opinion on the fair presentation of these consolidated financial statements. In connection with our fiscal
year 2006 audit, we also considered SBA’s internal control over financial reporting, Required
Supplementary Stewardship Information, and performance measures, and tested SBA’s compliance with
certain provisions of applicable laws, regulations, contracts, and grant agreements that could have a direct
and material effect on these consolidated financial statements. The accompanying consolidated financial
statements as of September 30, 2005, were audited by other auditors whose report, dual dated
November 15, 2005 and November 14, 2006 on those statements was unqualified and included an
explanatory paragraph that described a restatement of fiscal year 2005 amounts as discussed in notes 6C
and 18 to the consolidated financial statements.

SUMMARY

As stated in our opinion on the consolidated financial statements, we concluded that SBA’s consolidated
financial statements as of and for the year ended September 30, 2006, are presented fairly, in all material
respects, in conformity with U.S. generally accepted accounting principles.

Our consideration of internal control over financial reporting, Required Supplementary Stewardship
Information, and performance measures resulted in the following conditions being identified as reportable
conditions:

e Improvement needed surrounding controls over the financial reporting process;
e Improvement needed in management’s information technology security controls; and
e Improvement needed over budgetary controls surrounding obligations.

We consider the first reportable condition, above, to be a material weakness.

The results of our tests of compliance with certain provisions of laws, regulations, contracts, and grant
agreements disclosed instances of noncompliance or other matters relating to the laws listed below that are
required to be reported under Government Auditing Standards, issued by the Comptroller General of the
United States, and Office of Management and Budget (OMB) Bulletin No. 06-03, Audit Requirements for
Federal Financial Statements:

e Federal Financial Management Improvement Act of 1996 (FFMIA); and
e Financial Information Security Management Act (FISMA).

............................
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Independent Auditors’ Report on
wera FY 2006 Financial Statements

The following sections discuss our opinion on SBA’s consolidated financial statements; our consideration
of SBA’s internal controls over financial reporting, Required Supplementary Stewardship Information, and
performance measures; our tests of SBA’s compliance with certain provisions of applicable laws,
regulations, contracts, and grant agreements; and management’s and our responsibilities.

OPINION ON THE CONSOLIDATED FINANCIAL STATEMENTS

We have audited the accompanying consolidated balance sheet of SBA as of September 30, 2006, and the
related consolidated statement of net cost, changes in net position, and financing, and the combined statement
of budgetary resources for the year then ended.

In our opinion, the consolidated financial statements referred to above present fairly, in all material
respects, the financial position of SBA as of September 30, 2006, and its net costs, changes in net position,
budgetary resources, and reconciliation of net costs to budgetary obligation for the year then ended, in
conformity with U.S. generally accepted accounting principles.

The information in the Management’s Discussion and Analysis, Required Supplementary Stewardship
Information, and Required Supplementary Information sections is not a required part of the consolidated
financial statements, but is supplementary information required by U.S. generally accepted accounting
principles and OMB Circular No. A-136, Financial Reporting Requirements. We have applied certain
limited procedures, which consisted principally of inquiries of management regarding the methods of
measurement and presentation of this information. However, we did not audit this information, and
accordingly, we express no opinion on it.

The information in the fiscal year 2006 Performance Section and Appendices is presented for purposes of
additional analysis and is not required as part of the consolidated financial statements. This information has
not been subjected to auditing procedures, and accordingly, we express no opinion on it.

INTERNAL CONTROL OVER FINANCIAL REPORTING

Our consideration of internal control over financial reporting would not necessarily disclose all matters in
the internal control over financial reporting that might be reportable conditions. Under standards issued by
the American Institute of Certified Public Accountants, reportable conditions are matters coming to our
attention relating to significant deficiencies in the design or operation of the internal control over financial
reporting that, in our judgment, could adversely affect SBA’s ability to record, process, summarize, and
report financial data consistent with the assertions by management in the consolidated financial statements.

Material weaknesses are reportable conditions in which the design or operation of one or more of the
internal control components does not reduce to a relatively low level the risk that misstatements caused by
error or fraud, in amounts that would be material in relation to the consolidated financial statements being
audited, may occur and not be detected within a timely period by employees in the normal course of
performing their assigned functions. Because of inherent limitations in internal control, misstatements due
to error or fraud may nevertheless occur and not be detected.

In our fiscal year 2006 audit, we noted certain matters, described in Exhibits 1 and 2, involving internal
control over financial reporting and its operation that we consider to be reportable conditions. We believe
that the reportable condition presented in Exhibit 1 is a material weakness. Exhibit 2 presents the other
reportable conditions. Summaries of the status of prior year material weaknesses, reportable conditions,
and management’s response to our findings are included as Exhibits 4, 5, and 6, respectively.

uuuuuuuuuuuuuuuuuuuuuuuuu
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Independent Auditors’ Report on
o DA FY 2006 Financial Statements

We noted certain additional matters that we have reported to SBA’s management in a separate letter dated
November 15, 2006.

INTERNAL CONTROLS OVER REQUIRED SUPPLEMENTARY STEWARDSHIP
INFORMATION AND PERFORMANCE MEASURES

Under OMB Bulletin No. 06-03, the definition of material weaknesses is extended to other controls as
follows. Material weaknesses are reportable conditions in which the design or operation of one or more of
the internal control components does not reduce to a relatively low level the risk that misstatements caused
by error or fraud, in amounts that would be material in relation to the Required Supplementary Stewardship
Information or material to a performance measure or aggregation of related performance measures, may
occur and not be detected within a timely period by employees in the normal course of performing their
assigned functions. Because of inherent limitations in internal control, misstatements due to error or fraud
may nevertheless occur and not be detected.

Our consideration of the internal control over the Required Supplementary Stewardship Information and
the design and operation of internal control over the existence and completeness assertions related to key
performance measures would not necessarily disclose all matters involving the internal control and its
operation related to Required Supplementary Stewardship Information or the design and operation of the
internal control over the existence and completeness assertions related to key performance measures that
might be reportable conditions.

In our fiscal year 2006 audit, we noted no matters involving the internal control and its operation related to
Required Supplementary Stewardship Information that we considered to be material weaknesses as defined
above.

In our fiscal year 2006 audit, we noted no matters involving the design and operation of the internal control
over the existence and completeness assertions related to key performance measures that we considered to
be material weaknesses as defined above.

COMPLIANCE AND OTHER MATTERS

Our tests of compliance with certain provisions of laws, regulations, contracts, and grant agreements, as
described in the Responsibilities section of this report, exclusive of those referred to in the Federal
Financial Management Improvement Act of 1996 (FFMIA), disclosed one instance of noncompliance or
other matters that is required to be reported under Government Auditing Standards or OMB Bulletin
No. 06-03, and is described below.

FISMA. SBA is not in full compliance with FISMA. We noted that during fiscal year 2006, the Office of
the Chief Information Officer (OCIO) has worked with its information security program in order to meet
FISMA and OMB Circular A-130 guidelines. However, SBA needs further improvement in its entitywide
security program to fully meet these guidelines. These matters are described in more detail in Exhibit 2.

The results of our tests of compliance with certain provisions of other laws and regulations, exclusive of
those referred to in FFMIA, disclosed no instances of noncompliance or other matters that are required to
be reported under Government Auditing Standards or OMB Bulletin No. 06-03.

As also discussed in the responsibilities section of our report, under OMB Bulletin No. 06-03 and FFMIA,

we are required to report whether SBA’s financial management systems substantially comply with
(1) Federal financial management systems requirements, (2) applicable Federal accounting standards, and

............................
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(3) the United States Government Standard General Ledger at the transaction level. To meet this
requirement, we performed tests of compliance with FFMIA Section 803(a) requirements.

The results of our tests of FFMIA disclosed no instances in which SBA’s financial management systems
did not substantially comply with the Federal accounting standards, or the United States Standard General
Ledger (USSGL) at the transaction level. However, the results of our tests of FFMIA disclosed instances,
described in more detail in Exhibits 1 and 2, where SBA’s financial management systems did not
substantially comply with Federal financial management systems requirements.

A summary of the instances of FFMIA noncompliance with Federal financial systems requirements
follows:

e FFMIA requires that Federal agencies implement information security controls and contingency
planning capabilities in accordance with OMB Circular A-130. During our fiscal year 2006 audit work,
we noted weaknesses related to access and security controls on several servers that could be exploited
by unauthorized users to gain key information. SBA implemented corrective measures to alleviate
these weaknesses just prior to September 30, 2006.

e FFMIA also requires that Federal agencies implement financial systems controls in accordance with
OMB Circular A-127. We noted several areas where SBA can improve the controls and processes over
financial systems to comply with Circular A-127. For example, SBA restated its credit reform footnote
for fiscal year 2005 to correct an error in the disclosures associated with the Total Outstanding
Principal at Face Value and Outstanding Principal Guarantied by SBA. The causes for this error are
related to system limitations coupled with weaknesses in management’s review procedures to address
the system limitations.

kok ok ockosk ok 3k
RESPONSIBILITIES
Management’s Responsibilities. The United States Code Title 31 Sections 3515 and 9106 require
agencies to report annually to Congress on their financial status and any other information needed to fairly
present their financial position and results of operations. To meet these reporting requirements, SBA
prepares and submits financial statements in accordance with OMB Circular A-136.

Management is responsible for the consolidated financial statements, including:

e Preparing the consolidated financial statements in conformity with U.S. generally accepted accounting
principles;

e Preparing the Management’s Discussion and Analysis (including the performance measures), Required
Supplementary Information, and Required Supplementary Stewardship Information;

e Establishing and maintaining effective internal controls; and

e Complying with laws, regulations, contracts, and grant agreements applicable to SBA, including
FFMIA.

In fulfilling this responsibility, management is required to make estimates and judgments to assess the
expected benefits and related costs of internal control policies.

........................
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Auditors’ Responsibilities. Our responsibility is to express an opinion on the fiscal year 2006
consolidated financial statements of SBA based on our audit. The accompanying fiscal year 2005
consolidated financial statements were audited by other auditors whose report, dual dated November 15,
2005 and November 14, 2006 on those statements was unqualified and included an explanatory paragraph
that described a restatement of fiscal year 2005 amounts as discussed in notes 6C and 18 to the
consolidated financial statements. We conducted our audit in accordance with auditing standards generally
accepted in the United States of America; the standards applicable to financial audits contained in
Government Auditing Standards, issued by the Comptroller General of the United States; and OMB
Bulletin No. 06-03. Those standards and OMB Bulletin No. 06-03 require that we plan and perform the
audit to obtain reasonable assurance about whether the consolidated financial statements are free of
material misstatement. An audit includes consideration of internal control over financial reporting as a
basis for designing audit procedures that are appropriate in the circumstances, but not for the purpose of
expressing an opinion on the effectiveness of SBA’s internal control over financial reporting. Accordingly,
we express no such opinion.

An audit also includes:

e Examining, on a test basis, evidence supporting the amounts and disclosures in the consolidated
financial statements;

e Assessing the accounting principles used and significant estimates made by management; and
e Evaluating the overall consolidated financial statement presentation.
We believe that our audit provides a reasonable basis for our opinion.

In planning and performing our fiscal year 2006 audit, we considered SBA’s internal control over financial
reporting by obtaining an understanding of SBA’s internal controls, determining whether internal controls
had been placed in operation, assessing control risk, and performing tests of controls in order to determine
our auditing procedures for the purpose of expressing our opinion on the consolidated financial statements.
We limited our internal control testing to those controls necessary to achieve the objectives described in
Government Auditing Standards and OMB Bulletin No. 06-03. We did not test all internal controls relevant
to operating objectives as broadly defined by the Federal Managers’ Financial Integrity Act of 1982. The
objective of our audit was not to provide an opinion on SBA’s internal control over financial reporting.
Consequently, we do not provide an opinion thereon.

As required by OMB Bulletin No. 06-03, in our fiscal year 2006 audit, we considered SBA’s internal
control over the Required Supplementary Stewardship Information by obtaining an understanding of
SBA’s internal control, determining whether these internal controls had been placed in operation, assessing
control risk, and performing tests of controls. We limited our testing to those controls necessary to test and
report on the internal control over Required Supplementary Stewardship Information in accordance with
OMB Bulletin No. 06-03. However, our procedures were not designed to provide an opinion on internal
control over the Required Supplementary Stewardship Information, and accordingly, we do not provide an
opinion thereon.

As further required by OMB Bulletin No. 06-03, in our fiscal year 2006 audit, with respect to internal
control related to performance measures determined by management to be key and reported in the
Management’s Discussion and Analysis and Performance sections, we obtained an understanding of the
design of internal controls relating to the existence and completeness assertions and determined whether
these internal controls had been placed in operation. We limited our testing to those controls necessary to
test and report on the internal control over key performance measures in accordance with OMB Bulletin

............................
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No. 06-03. However, our procedures were not designed to provide an opinion on internal control over
reported performance measures, and accordingly, we do not provide an opinion thereon.

As part of obtaining reasonable assurance about whether SBA’s fiscal year 2006 consolidated financial
statements are free of material misstatement, we performed tests of SBA’s compliance with certain
provisions of laws, regulations, contracts, and grant agreements, noncompliance with which could have a
direct and material effect on the determination of the consolidated financial statement amounts, and certain
provisions of other laws and regulations specified in OMB Bulletin No. 06-03, including certain provisions
referred to in FFMIA. We limited our tests of compliance to the provisions described in the preceding
sentence, and we did not test compliance with all laws, regulations, contracts, and grant agreements
applicable to SBA. However, providing an opinion on compliance with laws, regulations, contracts, and
grant agreements was not an objective of our audit, and accordingly, we do not express such an opinion.

Under OMB Bulletin No. 06-03 and FFMIA, we are required to report whether SBA’s financial
management systems substantially comply with (1) Federal financial management systems requirements,
(2) applicable Federal accounting standards, and (3) the United States Government Standard General
Ledger at the transaction level. To meet this requirement, we performed tests of compliance with FFMIA
Section 803(a) requirements.

RESTRICTED USE
This report is intended solely for the information and use of SBA’s management, SBA’s Office of

Inspector General, OMB, the U.S. Government Accountability Office, and the U.S. Congress and is not
intended to be and should not be used by anyone other than these specified parties.

KPMcs LLP

November 14, 2006
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Material Weakness

Introduction

The internal control weaknesses discussed in this report, and the U.S. Small Business Administration’s (SBA)
progress toward correcting these weaknesses, are discussed in the context of SBA’s organizational structure and
its ability to obtain funding to take corrective action. Exhibit 1 describes the material weakness and Exhibit 2
describes the reportable conditions as of and for the year ended September 30, 2006, and our recommendations
thereon. The status of prior year compliance and internal control findings are reported in Exhibits 3, 4 and 5,
respectively, and SBA management’s response is presented in Exhibit 6.

Material Weakness

The material weakness we identified as of and for the year ended September 30, 2006, is summarized below.
(1) Improvement Needed Surrounding Controls over the Financial Reporting Process

During fiscal year 2006, SBA has continued to implement various reconciliation and data quality improvement
procedures between and within its various systems and departments in an effort to address prior years’ audit
findings to ensure that the agency’s consolidated financial statements are reasonable and fairly presented. The
purpose of these procedural enhancements is to improve the overall quality of the data SBA uses internally to
monitor operations and loan portfolio performance as well as to periodically report to its various stakeholders,
such as Treasury and OMB. However, as evidenced in the discussion that follows, the structure around these
procedures should be strengthened to effect improvement in the quality and accuracy of the quarterly and year-
end financial reporting process.

SBA did not timely identify a $10 billion overstatement in the disclosures concerning guaranteed loans.
Specifically, the disclosures for Outstanding Principal at Face Value and Outstanding Principal Guarantied by
SBA were each overstated in the amount of $10 billion in the 2003 through 2005 consolidated financial statement
footnotes. SBA detected and corrected these errors in the reviews of the fiscal year 2006 third quarter unaudited
consolidated financial statements. The overstatements were identified as a result of a data quality review by SBA
of its guaranteed loan portfolio balance. The errors were caused because SBA’s subsidiary ledger was not in
agreement with its general ledger and SBA personnel did not timely analyze the reason for the variances in these
general ledger memorandum accounts. As such, the system reconciliation procedures used in 2003 through the
third quarter of fiscal year 2006 were ineffective with respect to these accounts. The overstatements did not
impact other amounts included in the consolidated financial statements.

Our tests of SBA’s financial reporting process also indicate that controls need further refinement. For example,
we noted deficiencies in SBA’s quality assurance reviews over the preparation of the consolidated financial
statements and notes. During our interim and year-end procedures, we tested SBA’s controls over generating and
reviewing the consolidated financial statements. SBA uses an automated process to download the financial data
from the Financial Reporting Information System (FRIS) into an Excel workbook. Embedded in the Excel
workbook are a series of automated quality assurance tests to ensure that certain financial information
relationships exist. After the workbook generates the consolidated financial statements, the Financial Assurance
Division (FAD), Financial Reporting Division (FRD), and the Accounting Liaison Quality Assurance (ALQA)
Division all perform procedures to review the content of the consolidated financial statements. The review in its
current form is meant to ensure that the basic financial statement relationships exist, such as agreement between
the consolidated financial statements and the footnotes. While these procedures need to be performed, SBA
needs to include a more comprehensive and in-depth analysis of the consolidated financial statements and
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Material Weakness

footnotes to ensure the reasonableness of the balances. These procedures are important given the decentralized
nature of SBA’s information systems and overall data gathering processes.

Further, our tests of the agency’s credit reform footnote disclosure related to the 7(a) guarantee purchases
identified errors. While testing this footnote, we inquired about the balance of the liability related to the Business
Loans Guarantees, which didn’t reconcile with the credit reform Return on Assets (ROA) model calculations.
SBA determined that an error of $139 million occurred when calculating the year-end amount. SBA subsequently
corrected the error in the fiscal year 2006 consolidated financial statements.

The Office of Management and Budget’s (OMB) Circular A-123, Management’s Responsibility for Internal
Controls, states: “management is responsible for establishing and maintaining internal control to achieve the
objectives of effective and efficient operations, reliable financial reporting, and compliance with applicable laws
and regulations. Management shall consistently apply the internal control standards to meet each of the internal
control objectives and to assess internal control effectiveness.”

Recommendations
We recommend that:

1. The Chief Financial Officer continues to enhance SBA’s quality assurance processes related to amounts
recorded in SBA’s various financial systems. Control policies should ensure that all reconciling items are
pursued and fully investigated. In addition, SBA should ensure that all account balances are subject to
reconciliation.

2. The Chief Financial Officer requests an in-depth analysis of information presented in the consolidated
financial statements be performed each quarter including the footnotes for the third and fourth quarter
consolidated financial statements. More specifically, FAD, FRD and ALQA should reconcile the
consolidated financial statements and footnote information to actual source data and analyze the financial
statement data for reasonableness. These procedures should be added to the existing quality assurance
checklists and other financial statement review tools used by SBA.

3. The Chief Financial Officer requests that relevant personnel reconcile loan guarantee data recorded in the
general ledger periodically with information reported by SBA’s fiscal transfer agent to ensure that the
amounts recorded are accurate.

2 SIBI
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Reportable Conditions

The reportable conditions identified as of and for the year ended September 30, 2006, are summarized
below:

(2) Improvement Needed in Management Information Technology Security Controls

During our review of SBA’s information technology (IT) systems and applications, we noted control
weaknesses, which can be segmented into the following areas: access to programs and data, software
program changes, segregation of duties, and end-user computing.

Access to Programs and Data

Integral to an organization’s security program management efforts, technical security access controls for
systems and applications should provide reasonable assurance that IT resources such as data files,
application programs, and IT-related facilities/equipment are protected against unauthorized modification,
disclosure, loss, or impairment.

A summary of the access control weaknesses we identified follow:

e Vulnerability scans need to be more thorough. We found that SBA does perform some limited
vulnerability scans, but the scans are not performed often enough or in regular compliance with SBA’s
Vulnerability Assessment Team (VAT) charter. Periodic vulnerability assessments are important to
help identify potential system, network, and application vulnerabilities before they are compromised.
This issue takes on even more significance given that during our audit work we performed a
vulnerability assessment and identified significant security weaknesses with SBA IT devices (note that
the details on these vulnerabilities were shared with SBA officials, but are not included in this report
due to their sensitivity).

e Technical access controls over the Local Area Network (LAN), Wide Area Network (WAN), and
Virtual Private Network (VPN) need to be improved. For example, SBA does not require the
completion of formal request forms before processing all user access change requests or user access
removal requests. Such controls are important for helping ensure that only authorized personnel have
access to SBA network devices.

e Security Plans of Actions and Milestones (POA&Ms) need to be complete. Many POA&Ms we
reviewed did not fully reflect SBA’s plans to resolve information security weaknesses. Full completion
of POA&Ms is critical to track the implementation of improved security controls and to track the
security weaknesses that will be mitigated through compensating controls.

e Security awareness and emergency response training efforts need improvement. For example, we noted
that for only 9 of 30 fiscal year 2006 new hires, there was no documentation supporting that the new
hires had successfully completed computer security awareness training. In addition, there is no formal
method of tracking the completion of the security training. Such efforts are important to help ensure
that system and application users are aware of their responsibilities regarding system security.

Software Program Changes

The primary focus of an organization’s software change/configuration management program is to control
software changes made to systems and applications. Without strong controls in this area, there is an
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elevated risk that security features could be inadvertently or deliberately omitted or turned off, or that
processing irregularities or malicious code could be introduced into the IT environment.

A summary of the software program change control weaknesses we identified follows:

e Program change and emergency change requests and approvals can be better documented. While some
evidence of software changes was provided, it was not complete. In addition, SBA does not have
complete policies or procedures for making and approving software changes.

e Complete software change test planning documentation for the Joint Accounting and Administration
Management System (JAAMS) and the Financial Reporting Information System (FRIS) was not
available for eight of ten sample software changes.

Segregation of Duties

Segregation of duty controls help restrict user access and strengthen the security around unauthorized
manipulation of data. Restricting employees from performing incompatible functions or functions beyond
their responsibility lowers the risk that critical or sensitive data could be inappropriately manipulated or
deleted. Additionally security violations should be documented and reviewed for proper follow-up by
management. The following are examples noted regarding deficiencies in SBA IT segregation of duty
controls:

e The Field Cashiering System (FCS) users are assigned multiple roles (i.e., Cashier, Loan Officer,
Reports, Supervisor, mail opener), which elevates the risk of unauthorized access or manipulation of
data. According to the FCS user manual, users should be assigned one role.

e A user who performs a legal review on the loan files in the Guaranty Purchase Tracking System
(GPTS) can also approve the loan files. The user can perform both functions under the same GPTS user
identifier.

e There is no formal segregation of duties procedures documented for FRIS, JAAMS, the Disaster Credit
Management System (DCMS), and the Loan Accounting System (LAS).

e SBA does not have adequate storage capacity within the audit logs that record security violations.
Furthermore, SBA does not retain security logs for a sufficient period of time. Finally, SBA does not
monitor or review security logs for suspicious activity on a timely basis.

End-User Computing

During the fiscal year 2006 SBA financial audit, we found deficiencies in documentation related to end-
user computing policies and procedures. For example, SBA has not fully documented agency policies, and
program offices have not documented procedures for controlling end-user computing.

End-user computing tools/programs (e.g., spreadsheets and other user-developed programs) provide a
unique set of control needs within an organization. By its nature, end-user computing brings the
development and processing of information systems closer to the user. This environment may not be
subjected to the same structural procedures as is the I'T general controls environment.

2 SIS
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Maintaining good IT controls is not only part of a sound management governance structure; it is also
required by Federal laws and regulations. For example, the Federal Information Security Management Act
(FISMA) requires that Federal agencies follow security guidance issued by the National Institute of
Standards and Technology (NIST). NIST provides the following relevant guidance:

e Special Publication 800-53 (Recommended Security Controls for Federal Information Systems) guides
that the organizations should train personnel in their contingency roles and responsibilities with respect
to the information system, provide periodic security training, and maintain sufficient access controls to
protect sensitive agency data.

e Special Publication 800-14 (Generally Accepted Principles and Practices for Security Information
Technology Systems) guides that organizations should ensure effective administration of users’
computer access to maintain system security, including user account management and the timely
modification or removal of access.

e Special Publication 800-18 (Guide for Developing Security Plans for Information Technology Systems)
guides there should be a separation of duties between security personnel who administer the access
control functions and those who administer the audit trail, and that agencies should fully document
software changes as tests are performed.

Further, SBA’s internal policies and procedures guide for the maintenance of sound IT controls. For
example:

e SBA’s SOP 90-47.2 requires the system owners of the automated information systems to report the
progress in correcting system weaknesses for the SBA POA&M and validate that the identified
weaknesses have been corrected.

e SBA’s VAT charter requires that external scans and internal scans must be performed monthly.
Recommendations
We recommend that:

4. The Chief Information Officer implement a more robust vulnerability assessment scanning program, to
include, at a minimum, periodic scanning of production devices in accordance the Vulnerability
Assessment Team policy, and the scanning of new devices during the testing process and prior to the
new devices being implemented.

5. The Chief Information Officer implement technical access controls to address the vulnerabilities we
identified during the audit (note that the detailed recommendations to address the vulnerabilities we
identified were shared with SBA officials, but are not provided in this report due to their sensitivity).

6. The Chief Information Officer ensure that formal request forms are fully processed before network
access is granted.

7. The Chief Information Officer should coordinate with program offices to ensure that system Plans of
Actions and Milestones are fully completed.
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8. The Chief Information Officer should coordinate with other SBA program offices to implement a
process to track employee computer security training and to ensure all employees receive such training
on a periodic basis.

9. The Chief Information Officer should ensure that system owners for DCMS, FRIS, JAAMS and LAS
standardize software change requests and that software change testing documentation is developed in a
more consistent and complete manner. This may be accomplished by: (1) Conducting training on the
importance of completing such documentation, and (2) issuing guidance on standardization of change
requests and change testing documentation.

10. The Chief Financial Officer in conjunction with appropriate program officials should ensure that each
user within the Field Cashiering System has only one role in the system. In cases where this may not
be feasible given work assignments, then additional compensating controls, such as additional
management oversight, should be implemented.

11. The Associate Deputy Administrator for Capital Access in conjunction with appropriate program
officials should ensure that each user within the Guaranty Purchase Tracking System has only one role
in the system. In cases where this may not be feasible given work assignments, then additional
compensating controls, such as additional management oversight, should be implemented.

12. The Chief Operating Officer in conjunction with appropriate program officials should ensure that
policies are implemented regarding segregation of duties for FRIS, JAAMS, DCMS, and LAS.

13. The Chief Operating Officer in conjunction with the Office of Chief Information Officer should
coordinate with program offices to implement policies for end-user computing, specifically enforcing
user-level access controls over existing programs and data objects.

14. The Chief Information Officer obtain the needed storage capacity to store security logs for an adequate
period of time. Further, the Chief Information Officer ensure that potential security violations are
reviewed for possible inappropriate use of IT equipment and data.

(3) Improvement Needed over Budgetary Controls Surrounding Obligations

During our testwork over SBA’s budgetary accounting and control procedures specifically as it relates to
the approval and recording of undelivered orders, we noted instances where controls were circumvented or
procurement procedures were inconsistently applied. Circumvention of authorization controls or the
inconsistent application of established procedures can significantly increase the risk that obligations and
expenses related to travel may not be accurately recorded. Our testwork included a sample of 153 items
totaling $87.7 million.

The first three items below relate to disaster program travel activity administered by the Office of Disaster
Assistance Administrative Controls. The operations of this office were significantly impacted in the latter
part of fiscal year 2005 and the beginning of fiscal year 2006 as SBA responded to the nation’s hurricane
disasters occurring during that timeframe. The remaining items relate to administrative program activities
other than travel.

>4 SIBI
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The following is a summary of the exceptions noted in our testwork:

e Two instances in which authorizing travel documents in the amount of $10,000 were not subjected to
established review and approval procedures prior to being modified to match actual travel costs
incurred of $30,000. Related to these two selections, KPMG found five instances of either the original
obligating document or an amendment being modified from its original obligated amount without
additional procurement action being taken.

o Four instances of travel authorization documents in the amount of $60,000 being approved however the
obligation was not recorded at the time of approval due to limited staff resources in the area responsible
for recording obligations in the system. In each case, the obligation was not recorded until after the
individuals had incurred all travel costs. In one instance, we determined that the remaining undelivered
order balance should have been deobligated as of June 30, 2006.

e One instance in the amount of $20,000 in which a travel obligation amendment was not recorded in the
general ledger. The amendment also authorized an extension of the time allowed for travel, and
although the time extension was entered into to the general ledger, the amount was not.

o Five instances totaling $88,413 in which undelivered obligations should have been de-obligated. Our
statistical extrapolation resulted in a projected error of $5.7 million

e Sixteen instances of obligations in the amount of $8.6 million recorded prior to the documents being
approved. The difference between posting dates and the dates noted on the authorizing documents
ranged from 1 to 18 days.

The Office of Management and Budget (OMB) Circular A-123, Management Accountability and Control,
section I defines management controls as “the organization, policies, and procedures used by agencies to
reasonably ensure that (i) programs achieve their intended results; (ii) resources are used consistent with
agency mission; (iii) programs and resources are protected from waste, fraud, and mismanagement; (iv)
laws and regulations are followed; and (v) reliable and timely information is obtained, maintained, reported
and used for decision making.” OMB A-123, section II goes on to indicate: “Monitoring the effectiveness
of internal control should occur in the normal course of business. In addition, periodic reviews,
reconciliations or comparisons of data should be included as part of the regular assigned duties of
personnel. Periodic assessments should be integrated as part of management’s continuous monitoring of
internal control, which should be ingrained in the agency’s operations.”

Additionally, based on our review of SBA’s Standard Operating Procedures (SOP), Section 20 11 5, we
noted that the authorization section does not integrate the recording of procurement procedure activities in
the general ledger with the authorization of travel documentation. As such, there is no established
relationship between the authorization for and recording of travel-related budgetary obligations.

Recommendations
We recommend that:

15. The Chief Financial Officer implement comprehensive control procedures to ensure travel obligations
are properly approved and are accurately and timely entered into the general ledger, and that
modifications to travel obligations are subjected to formal approval.
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Reportable Conditions

16. The Assistant Administrator for Disaster Assistance ensure that responsible individuals are adequately
trained and sufficient monitoring procedures are designed and implemented to ensure personnel
comply with the enhanced control procedures.
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U.S. Small Business Administration

Status of Prior Year Noncompliance and Other Matters Reported

Fiscal Year 2005 Noncompliance

Fiscal Year 2006 Status of Noncompliance

Federal Financial Management Improvement Act
of 1996 (FFMIA) - The US Small Business
Administration (SBA) was not in compliance with
FFMIA as follows:

e SBA is not in substantial compliance with Federal
financial management systems requirements.

e SBA is not in substantial compliance with Federal
accounting standards.

e SBA is not in substantial compliance with the U.S.
Standard General Ledger (USSGL) at the
transaction level.

The results of our tests over compliance with FFMIA
during fiscal year 2006 disclosed that SBA is in
substantial compliance with FFMIA as it relates to
Federal accounting standards and the USSGL at the
transaction level.

However, our tests indicated instances in which SBA’s
information systems did not substantially comply with
Federal financial management systems requirements.
For example, we noted vulnerabilities on several
servers that could be exploited by unauthorized users
to gain key system information, and possibly
unauthorized access. Additionally, SBA restated their
fiscal year 2005 credit reform footnote disclosure due
to an error, which was caused in part by system
limitations and the lack of an effective mitigating
control. See Exhibit 1, Material Weakness,
Improvement Needed Surrounding Controls over the
Financial Reporting Process, and Exhibit 2,
Reportable Conditions, Improvement Needed in
Management  Information  Technology  Security
Controls.
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Status of Prior Year Material Weakness

Fiscal Year 2005 Finding

Fiscal Year 2006 Status of Finding

Financial Management Reporting Controls: The
results of the fiscal year 2005 audit indicated that SBA
needed to improve its controls surrounding the
financial management reporting process, specifically
related to the areas noted below:

¢ Funds Management

¢ Financial Accounting Transactions and Review
of Account Balances

¢ Financial Statement Preparation and Quality
Assurance

During fiscal year 2006, SBA made significant overall
operational improvements over the controls centered
on funds management and financial accounting and
account Dbalance reviews. However, we noted
continuing findings in the financial reporting process.

Therefore, in fiscal year 2006, we continue to report a
material weakness in internal control related to SBA’s
financial reporting process. See Exhibit 1, Material
Weakness. Improvement Needed Surrounding Controls
over the Financial Reporting Process.
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U.S. SMALL BUSINESS ADMINISTRATION

Status of Prior Year Reportable Conditions

Fiscal Year 2005 Findings

Fiscal Year 2006 Status of Findings

1. Office of Disaster Assistance Administrative
Expenditure Controls

During our review over budgetary controls surrounding
travel vouchers, specifically as it relates to the approval
and recording of undelivered orders, we noted
instances where controls were circumvented or
procurement procedures were inconsistently applied.
The travel vouchers tested relate to travel associated
with SBA’s disaster program.

See Exhibit 2, Reportable Conditions. Improvement
Needed over Budgetary Controls Surrounding
Obligations.

2. Agency-Wide Information Systems Controls

During our review of SBA’s information technology
(IT) general and application controls, we continued to
note opportunities for SBA to improve its internal
controls. The control weaknesses that continue to exist
are in the following areas: access to programs and data,
software program changes, segregation of duties, and
end-user computing.

Therefore, in fiscal year 2006, the presentation of the
issue was modified to reflect current year operations,
and we continue to report a reportable condition. See
Exhibit 2, Reportable Conditions. Improvement Needed
in Management Information Technology Security
Controls.
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Exhibit 6
CFO Reply
DATE: November 13, 2006
TO: Debra Ritt, Assigtant IG for Auditing

FROM: Jennifer Magh, Chief Financial Officer

SUBJECT: FY 2006 Financial Statement Audit Report

The Small Business Administration {SBA) is in receipt of the draft Independent Public
Accountant (IPA) report from KPMOG that includes the auditor’s opinion on the financial
statements and review of the Agency's internal control over financial reporting and
compliance with laws and regulations. As you know, the [PA audit of the Agency's

financial statements and related processes i3 a core component of SBAs financial
management program.

Owerall we are very pleased that the SBA has received an ungualified audit opinion from
the independent auditor. 'We believe the unqualified opinion accurately reflects the
quality of the Agency’s financial statements and our improved accounting, budgeting and
reporting processes. As you know, SBA has worked hard over the past several years o
address the many findings from our independent auditor. Our core financial reporting
data and processes have been substantially improved and we are proud that the results of
our efforts have been confirmed by the independent auditor,

The [PA’s report includes a material weakness finding in the area of financial reporting.
While we are dizappointed that all of the progress we feel we have made in this area did
not result in reducing the deficiency to a reportable condition, we understand that
additional improvements are nesded, We are committed to maintaining the strong
momentum cslablished this year o improve the Agency’s financial management
processes and results in FY 2007,

We appreciate all of your efforts and those of your colleagues in the Office of the
Inspector General as well as those of KPMG. As we anticipated, having a new auditor
this year provided us with new insights and recommendations that will further enhance
SBA’s financial management practices. Owverall we [eel our inancial management
capacity has continued to improve this year and we are proud of what we have
accomplished. We continue to be committed to excellence in financial management and
look forward to making more progress in the coming year.
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INDEPENDENT AUDITOR’S REPORT

Inspector General
U.S. Small Business Administration

We audited the accompanying consolidated balance sheet of the U.S. Small Business Administration
(SBA) as of September 30, 2005, and the related consolidated statements of net cost, changes in net
position, and financing; and combined statement of budgetary resources for the fiscal year then ended.
These financial statements are the responsibility of SBA management. Our responsibility is to express an
opinion on these financial statements based on our audit.

We conducted our audit in accordance with auditing standards generally accepted in the United States of
America; standards applicable to financial audits contained in Government Auditing Standards, issued by
the Comptroller General of the United States; and Office of Management and Budget (OMB) Bulletin 01-
02, Audit Requirements for Federal Financial Statements, as amended. Those standards require that we
plan and perform our audit to obtain reasonable assurance about whether the financial statements are free
of material misstatement. An audit includes examining, on a test basis, evidence supporting amounts and
disclosures in the financial statements. An audit also includes assessing the accounting principles used
and significant estimates made by management, as well as evaluating overall financial statement
presentation. We believe that our audit provides a reasonable basis for our opinion.

As discussed in Note 18 to the financial statements, SBA restated its footnote disclosure for guaranteed
loans outstanding (face value and amount guaranteed by SBA), as of September 30, 2005, to correct an
error in a portion of Footnote 6. SBA overstated the total amount of guaranteed loans outstanding (face
value and amount guaranteed by SBA) by $10 billion due to a data error in SBA’s Loan Accounting
System. The restated amounts are shown in Footnote 6.C. Had Cotton & Company identified this error in
the previous audit, and SBA chose not correct it, we would have issued a modified opinion.

In our opinion, the consolidated balance sheet as of September 30, 2005, the related consolidated
statements of net cost, changes in net position, and financing; and the combined statement of budgetary
resources for the fiscal year then ended, present fairly, in all material respects, the financial position of
SBA as of September 30, 2005, and its net costs, changes in net position, reconciliation of net costs to
budgetary obligations and its combined budgetary resources for FY 2005, in accordance with accounting
principles generally accepted in the United States of America.

At the end of FY 2005, severe hurricanes occurred that were declared disasters under SBA’s Disaster
Assistance program. These disasters will affect the composition of new SBA loan portfolios and may
affect the outcome and valuation of existing loan portfolios. SBA faces uncertainty as to full future effects
on its operations and financial condition caused by these disasters. Subsidy cost estimates and valuation
of SBA’s credit program receivables and related foreclosed property, net, and liability for loan guarantees
in the accompanying financial statements are based on SBA’s historical loan program information, which
may or may not be representative of variations in loan performance that may occur as a result of these
disasters.
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Reissued Independent Auditor’s Report on
FY 2005 Financial Statements

Our audit was conducted for the purpose of forming an opinion on the basic financial statements taken as
a whole. Information presented in SBA’s FY 2005 Performance and Accountability Report, including
management’s discussion and analysis, required supplementary stewardship information, required
supplementary information, and other accompanying information, are not required parts of basic financial
statements, but are additional information required by the Federal Accounting Standards Advisory Board
and OMB Circular A-136 Financial Reporting Requirements. We applied certain limited procedures,
which consisted principally of inquiries of management regarding the methods of measurement and
presentation of supplementary information. This information has not been subjected to auditing
procedures, and, accordingly, we express no opinion on it. Our limited procedures raised doubts,
however, that we were unable to resolve regarding whether material modification should be made to the
information for SBA to conform to OMB Circular A-136.

In accordance with Government Auditing Standards, we have also issued reports dated November 15,
2005, on our consideration of SBA’s internal control (updated on November 14, 2006) and on its
compliance with laws and regulations. Those reports, which disclose reportable conditions in internal
control, one of which is a material weakness, and non-compliance with the Federal Financial
Management Improvement Act of 1996, are integral parts of a report prepared in accordance with
Government Auditing Standards and should be read in conjunction with this report in considering the
results of our work.

COTTON & COMPANY LLP

A sy a?

Charles Hayward, CPA

November 15, 2005, except for the restated portion of Note 6.C and Note 18
for which the date is November 14, 2006
Alexandria, Virginia
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INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL

Inspector General
U.S. Small Business Administration

We audited the consolidated balance sheet of the U.S. Small Business Administration (SBA) as of
September 30, 2005, and the related consolidated statements of net cost, changes in net position, and
financing and combined statement of budgetary resources for the fiscal year then ended and have issued
our report thereon, dated November 15, 2005, except for the restated portion of Note 6.C and Note 18, for
which the date is November 14, 2006. In that report, we issued an unqualified opinion on the Fiscal Year
(FY) 2005 consolidated balance sheet; consolidated statements of net cost, changes in net position and
financing; and the combined statement of budgetary resources.

We conducted our audit in accordance with auditing standards generally accepted in the United States;
standards applicable to financial audits contained in Government Auditing Standards, issued by the
Comptroller General of the United States; and Office of Management and Budget (OMB) Bulletin 01-02,
Audit Requirements for Federal Financial Statements.

In planning and performing our work, we considered SBA’s internal controls over financial reporting by
obtaining an understanding of SBA’s internal controls, determining if internal controls had been placed in
operation, assessing control risk, and performing tests of controls in order to determine our audit
procedures for the purpose of expressing our opinion on the financial statements. We limited internal
control testing to those controls necessary to achieve objectives described in OMB Bulletin 01-02. We did
not test all internal controls relevant to operating objectives as broadly defined by the Federal Managers’
Financial Integrity Act of 1982 (FMFIA), such as those controls relevant to ensuring efficient operations.
The objective of our work was not to provide assurance on internal controls. Consequently, we do not
provide an opinion on internal control.

Our consideration of internal control over financial reporting would not necessarily disclose all matters in
internal controls over financial reporting that might be reportable conditions. Under standards issued by
the American Institute of Certified Public Accountants (AICPA) and OMB Bulletin 01-02, reportable
conditions are matters coming to our attention relating to significant deficiencies in the design or
operation of internal controls that, in our judgment, could adversely affect SBA’s ability to record,
process, summarize, and report financial data consistent with management’s assertions in the financial
statements.

Material weaknesses are reportable conditions in which the design or operation of one or more internal
control components does not reduce to a relatively low level the risk that misstatements in amounts that
would be material in relation to the financial statements being audited may occur and not be detected
within a timely period by employees in the normal course of performing their assigned functions. Because
of inherent limitations in internal control, misstatements, losses, or noncompliance may nevertheless
occur and not be detected.
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We noted matters involving internal control and its operation in the three areas, discussed below, that we
consider to be reportable conditions:

1. Financial Management and Reporting Controls
2. Office of Disaster Assistance Administrative Expenditure Controls
3. Agency-Wide Information System Controls

We consider combined matters described in the first area to be a material weakness under standards
established by AICPA, as discussed below.

1. FINANCIAL MANAGEMENT AND REPORTING CONTROLS

SBA made substantial and noteworthy improvements to its internal control and quality assurance
procedures over financial management and reporting and was able to provide its FY 2005 interim and
yearend financial statements, footnotes, supporting trial balances, and key audit deliverables in
accordance with agreed-upon milestone dates. In addition, we noted much improvement in the quality,
accuracy, and reliability of its financial reports and supporting documentation. SBA’s financial
management and reporting controls, however, continue to need improvement in the following areas:

. Funds Management
. Financial Accounting Transactions and Review of Account Balances
. Financial Statement Preparation and Quality Assurance

We discuss SBA’s control weaknesses and areas needing improvement on the following pages under their
respective captions.

Funds Management
We noted two areas of funds management that need improvement.
Loan Undelivered Orders

SBA continues to experience difficulty in monitoring disaster loan program undelivered orders. During
FY 2005, SBA included a clause in its standard Loan Authorization and Agreement (LAA) stating that
the loan must be disbursed within 6 months from the date on the LAA, or the loan will be cancelled. In
addition, another clause requires the borrower to return the signed LAA and other loan closing documents
within 2 months from the date on the LAA, or the loan will be cancelled. SBA stated that these
administrative requirements are used to expedite the loan application and disbursement process.

During our interim testing at June 30, 2005, we noted instances in which the loan disbursement period
had expired and other instances in which the loan should have been cancelled because the borrower had
not returned the loan closing documents. Due to the significant increase in the volume of loan approval
activity resulting from the hurricanes occurring at the end of FY 2004, SBA was not able to process loan
cancellation or extension actions in a timely manner or monitor loan approval status to determine if
cancellations or extensions were warranted. The Office of Chief Financial Officer (OCFO) was not aware
of the LAA clauses, and its process to monitor undelivered orders was not effective in identifying
unneeded undelivered orders in a timely manner.

OMB Circular A-11, Preparation, Submission, and Execution of the Budget, Section 20, Terms and
Concepts, defines a valid obligation as a binding agreement that will result in immediate or future outlays.
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In response to our interim testing results, OCFO initiated an effort to ensure that the Office of Disaster
Assistance processed as many cancellation and extension actions as possible by September 30, 2005. In
addition, SBA developed a $95.5 million estimate to decrease undelivered orders no longer needed
because the disbursement period had expired. It also recorded a $64.1 million audit adjustment, based on
our yearend testing, that disclosed instances in which the loan should have been cancelled because the
borrower had not returned the signed loan closing documents within the 2-month period, and SBA had
not extended the closing period.

Grant Undelivered Orders

During sample testing of administrative undelivered orders, we identified a $492,000 undelivered order
for a grant obligated in FY 2001. The grant period of performance had expired in August 2003. To date,
the grantee has not sought reimbursement for any incurred expenditures, and SBA’s Office of
Procurement and Grants Management (OPGM) has not been able to confirm whether the grantee has
incurred expenditures. Accordingly, SBA could not provide support to substantiate the need for this
undelivered order.

SBA does not have a practice in place to ensure that grants are closed out in a timely manner. OMB
Circular A-110, Uniform Administrative Requirements for Grants and Agreements with Institutions of
Higher Education, Hospitals, and Other Non-profit Organizations, Subpart D, After the Award
Requirements, Paragraph .71 (b), states that a recipient shall liquidate all obligations incurred under an
award not later than 90 calendar days after the funding period ends or the completion date specified in the
award unless an extension is authorized.

Recommendations
We recommend that the Chief Financial Officer (CFO):

1.A Continue to enhance SBA’s undelivered order monitoring process to include coordination with
the Office of Disaster Assistance to ensure that its monitoring takes into consideration processing
backlogs and administrative practices having an effect on management’s financial statement
assertions.

1.B Coordinate with the Director, OPGM, to implement timely closeout procedures and strengthen
monitoring procedures to ensure that all grant undelivered orders are supported by evidence as to
their need and validity.

Financial Accounting Transactions and Review of Account Balances

SBA’s internal control and quality assurance review processes continue to need improvement to ensure
that accounting transactions are recorded accurately and in a timely manner and in accordance with
accounting standards and guidance, and that resulting general ledger account balances are proper. We
noted the following matters.

Material Error in Note Disclosure (Added November 2006)
SBA overstated its footnote disclosure for guaranteed loans outstanding (face amount and amount

guaranteed by SBA) by $10 billion, for FY 2003, 2004, and 2005. SBA did not detect this error until FY
2006.

SBA had a long-standing problem due to a system limitation within its loan accounting system reporting
tool which caused summary reports for certain memorandum accounts to be understated by $10 billion.
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During FY 2001, SBA posted an off-line accounting entry into its Financial Reporting Information
System (FRIS), at which time FRIS maintained the correct balance. The Loan Accounting System (LAS)
summary report continued to be understated. During FY 2004, SBA conducted an analysis to demonstrate
the need for an adjustment to the LAS summary report and posted an entry into the LAS Summary Report
to remedy the long-standing problem. This entry was also recorded in FRIS through an automatic
interface with the loan accounting system. SBA failed to reverse the FY 2001 off-line entry, which then
resulted in a $10 billion overstatement in FRIS. SBA prepared the note disclosures using memorandum
account balances in FRIS, thus overstating the guaranteed loans outstanding face amount and amount of
SBA share.

SBA does not have a reconciliation process in place to reconcile its FRIS general ledger account ending
balances to the underlying feeder systems. SBA does perform a reconciliation each time LAS data is
uploaded into FRIS to ensure the completeness and accuracy of the LAS upload. Had an ending balance
reconciliation been performed, the $10 billion error would have been identified on a timely basis.

The Government Accountability Office’s (GAO) Standards for Internal Control in the Federal
Government (GAO/AIMD-00-21.3.1) requires control activities to ensure that all transactions are
completely and accurately recorded.

Improper Accounting Treatment

We noted the following instances in which SBA’s accounting transactions were not recorded, processed,
summarized, and reported in accordance with the United States Standard General Ledger (USSGL); OMB
Circular A-136, Financial Reporting Requirements; and federal accounting standards. Substantial
compliance with the USSGL at the transaction level, as mandated by the Federal Financial Management
Improvement Act, requires that SBA record financial events consistent with applicable posting
models/attributes reflected in the USSGL. Generally accepted accounting principles require that
transactions be recorded based upon events that actually occurred.

1. Proforma Credit Reform Accounting Transactions: SBA used improper posting logic when
calculating an automated journal entry recorded as part of its month-end credit reform accounting
transactions. The general ledger account used to record downward subsidy reestimates was erroneously
closed, resulting in a zero versus $58 million account balance. In addition, SBA’s expense account used
to record interest accumulation on the liability for loan guarantees was misstated by $58 million. These
errors were evident in SBA’s June 30, 2005, trial balance because a valid relationship among various
general-ledger accounts did not exist. SBA did not identify these errors during its review of the June 30,
2005, trial balance and financial statements. The posting logic was corrected for the yearend financial
statement submission.

2. Treasury Borrowing Transactions: SBA incorrectly characterized $30.5 million as a decrease in
Borrowing Authority Converted to Cash rather than Actual Repayment of Debt. On January 12, 2005,
SBA executed Standard Form (SF) 1151, Nonexpenditure Transfer Authorization, and converted $500.3
million of its total $800.3 million borrowing authority to cash. On January 31, OMB approved an SF 132,
Apportionment and Reapportionment Schedule, to reduce SBA’s borrowing authority to $469.8 million,
which resulting in SBA borrowing more than its revised authority. On February 9, SBA executed an SF
1151 to decrease amounts previously converted to cash by $30.5 million. SBA stated that it needed less
borrowing authority than was originally approved on its SF 132 because of the decrease between the FY
2004 financial statement downward reestimate and the revised reestimate calculated for the President’s
budget.
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The USSGL has the following specific general ledger accounts and provides standard posting logic for
recording borrowing transactions:

4141 — Current Year Borrowing Authority Realized

4143 — Decreases to Indefinite Borrowing Authority

4145 — Borrowing Authority Converted to Cash

4146 — Actual Repayment of Debt, Current-Year Authority
4148 — Resources Realized From Borrowing Authority

Because SBA had already converted $500.3 million of the approved borrowing authority to cash, it
should have treated the $30.5 million difference as a repayment. As a result, SBA’s Statement of
Budgetary Resources, line items Borrowing Authority and Permanently Not Available, were each
misstated by $30.5 million. SBA did not correct this error.

3. Improper Automated Reversing Entries: SBA erroneously reversed certain accounting entries that
had been previously recorded as part of a point-break cleanup project. SBA uses point breaks to
distinguish its various loan program account balances within its credit reform financing funds, which
account for multiple loan programs within the same fund. As part of an automated routine, the cleanup
entries were reversed in error, resulting in a $26.3 million understatement of allowance for subsidy and a
$26.3 million overstatement of liability for loan guarantee account balances within SBA’s Business Loan
Guarantee Program financing fund. In addition, these and other general ledger account balances were
allocated back to the wrong point break. This error was identified during our audit by inquiring about the
significant balance in the liability for loan guarantee general ledger account related to small programs.
This error was also evident by reviewing the liability for loan guarantee and allowance for subsidy
balances at the point-break level, within the trial balance. They were not identified by SBA as part of its
yearend quality review process. SBA corrected this error after we brought it to its attention.

4. Loan Loss Allowances in Liquidating Funds: SBA modified its posting logic for recording its loan
loss allowance in one of its pre-credit reform liquidating funds, which resulted in improper general ledger
account balances. SBA recorded an accounting entry in its Pollution Control Liquidating Fund to record
the use of its appropriation to cover its loss allowance expense. SBA did not have sufficient unexpended
appropriations to cover this expense, resulting in improper balances in several general ledger accounts.
These improper account balances were evident in SBA’s September 30, 2005, trial balance, but were not
identified by SBA as part of its yearend quality review process. SBA made a $10.6 million audit
adjustment to correct the improper account balances, and stated that it will revise its posting logic.

5. Budget Proforma Entries: SBA used an application called Budget Proforma to post automated journal
entries to record budgetary accounting transactions in its FRIS consolidated general ledger based upon
proprietary and memorandum transactions occurring in LAS. This application is necessary because LAS
does not include budgetary accounting transactions. We noted instances of improper proforma posting
logic for multiple transaction codes that resulted in the following misstatements on the combined
statement of budgetary resources:

Line Item Misstatement
Spending Authority from Offsetting Collections $4.8 million understatement
Obligations Incurred $12.1 million understatement
Recoveries of Prior-Year Obligations $4.3 million understatement
Unobligated Balances $3.0 million overstatement

SBA did not reconcile all of its proprietary and related budgetary account balances to ensure that the
results of its budgetary proforma posting logic were correct, and its quality assurance process did not
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detect these account balance errors. In addition, SBA does not have a change control process in place to
ensure that changes made to its budget proforma entries are appropriate and accurate. SBA corrected most
of these misstatements for its yearend financial statements.

Improper Loan Approval Amount

SBA does not have effective controls to ensure that loan approval amounts are recorded correctly in LAS.
We noted one instance in which a loan approval was entered as $15 million instead of $1.5 million. The
maximum loan approval amount for each disaster loan is $1.5 million.

During FY 2005, SBA processed loan approvals in both its legacy Automated Loan Control System
(ALCS) and its new Disaster Credit Management System (DCMS). SBA representatives stated that the
loan in question was entered directly into LAS because it was processed in ALCS rather than DCMS.
Once DCMS went live, ALCS no longer has an automatic interface with LAS, thus requiring data entry
into both ALCS and LAS.

SBA further represented that ALCS and DCMS have system edits to prohibit entering loan approvals
exceeding $1.5 million. A similar edit does not exist in LAS. SBA does not have an effective
reconciliation process in place to ensure that ALCS and DCMS agree to LAS or a process to review LAS
loan approvals for reasonableness.

GAO Standards for Internal Control in the Federal Government requires control activities to ensure that
all transactions are completely and accurately recorded.

Untimely Charge-Off of Loans Receivable

SBA does not have sufficient controls in place to ensure that approved charge-off actions are recorded in
the general ledger in a timely manner. During our testing of loans receivable balances at June 30, 2005,
we noted that SBA approved a loan for charge-off in April but did not record the $610,523 charge-off
action until September 2003, after we brought this to SBA’s attention. We calculated a $34.5 million
statistically-projected error in the population of loans receivable. Based on this projection, the valuation
of the following two components of Footnote No. 6.D, Post-1992 Direct Loans and No. 6.J, Defaulted
Guarantied Loans (Guarantied after FY 1991), were overstated:

. Loans Receivable, Gross
. Allowance for Subsidy Cost

SBA adjusted its September 30, 2005, financial statement footnote disclosures.

Generally accepted accounting principles require all economic events that have occurred to be recorded
and reflected in the financial statements. In addition, GAQO’s Standards for Internal Control in the
Federal Government require transactions to be promptly recorded to maintain their relevance and value to
management in controlling operations and making decisions.

Recommendations

We recommend that the CFO:

1.C Continue to develop, formalize, and document analytical procedures and quality assurance tools
to conduct detailed reviews of general ledger account activity and balances to ensure that

accounting events are appropriately recorded and reported in accordance with the USSGL, OMB
Circular A-136, and federal accounting standards. In addition, we recommend that SBA
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accounting personnel continue to obtain training and develop skill sets to enable efficient,
complete, and accurate analysis of detailed and summarized financial data. (updated November
2006)

1.D Implement a change control process requiring documentation, review and approval of all changes
made to the automated proforma accounting entries recorded into FRIS.

1.E Coordinate with the Office of Disaster Assistance to implement a monthly reconciliation process
to ensure data in both ALCS and DCMS agree to LAS and that data in LAS is accurate and
complete.

1.F Coordinate with the Office of Financial Assistance to enhance existing controls over the loan
charge-off process to ensure that loan charge-off actions are recorded in the general ledger in a
timely manner.

Financial Statement Preparation and Quality Assurance

SBA made substantial improvements in its internal control and quality assurance processes designed to
ensure that information provided in its interim and final financial statements, related footnote disclosures,
and other sections of the Performance and Accountability Report is accurate, relevant, and useful and
provided in a timely manner. We noted a few matters, however, in which SBA’s footnotes did not contain
essential disclosures required by generally accepted accounting principles.

Yearend Accrual to Decrease Undelivered Orders

SBA did not provide a footnote disclosure regarding its $95.5 million yearend accrual and $64.1 million
audit adjustment necessary to decrease the Disaster Assistance Program undelivered order balance for
loans that should have been cancelled as of yearend. This disclosure should have included the basis for
making the accrual and audit adjustment and methodologies for determining estimated adjustments.

FY 2005 Subsidy Reestimates

SBA did not provide disclosures about its total subsidy-reestimate expense in Footnote No. 6, Section Q,
Credit Program Subsidy Reestimates. SBA’s FY 2005 subsidy-reestimate expense included two
components:

. The deltas between the FY 2004 unfunded financial statement reestimates and amounts
submitted for the FY 2006 President’s budget and funded during FY 2005.

. The FY 2005 unfunded financial statement reestimates.

SBA only included the FY 2005 unfunded financial statement reestimates in footnote disclosures
submitted with its September 30, 2005, financial statements. During audit planning, we had extensive
discussions with SBA management regarding the treatment of the first item and agreed that it should be
treated as FY 2005 subsidy-reestimate expense. Statement of Federal Financial Accounting Standards
(SFFAS) No. 2, Accounting for Direct Loans and Loan Guarantees, and No. 18, Amendments to
Accounting Standards for Direct Loans and Loan Guarantees, require entities to disclose interest rate and
technical/default reestimates each year.
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Reconciliation of Liability for Loan Guarantees

SBA’s footnote disclosures submitted with its September 30, 2005, financial statements included a
reconciliation schedule showing the beginning balance of the Liability for Loan Guarantees account,
current-year activity by component, and ending balance. The reconciliation was not, however, accurate. It
included $680.1 million of current-year activity in the component Amortization of Subsidy; only $50
million should have been included in this component. The difference should have been broken out into
other components, such as fees received and claim payments made to lenders, in accordance with SFFAS
No. 18. In addition, SBA included a component for Loans Written Off, which does not represent activity
in the Liability for Loan Guarantees account.

Methodology and Assumptions for Calculating Reestimates

SBA’s footnote disclosures submitted with its September 30, 2005, financial statements included a
section in Footnote No. 6, Credit Program Receivables and Liability for Loan Guaranties [sic], that
describes the valuation methodology for post-1991 direct loans and loan guarantees. This disclosure,
however, omitted information regarding the time period for which actual cash flows were used and the
periods for which estimated cash flows and cash balances were necessary to complete reestimates in a
timely manner as of September 30, 2005.

Federal Financial Accounting and Auditing Technical Release 6, Preparing Estimates for Direct Loan
and Loan Guarantee Subsidies under the Federal Credit Reform Act, Paragraph 53, allows agencies to
estimate current-year cash flows on a reasonable basis when computing reestimates as of the end of the
fiscal year. It states, however, that an agency’s policy should be disclosed in the footnotes to the financial
statements.

Management Discussion and Analysis and Performance Measures

SBA’s controls around the completeness, accuracy and timeliness of its Management Discussion and
Analysis (MD&A) and Performance Measures portions of the Performance and Accountability Reports
need improvement. SBA management submitted its second iteration of its MD&A and Performance
Measures to us for review on November 8, 2005. The information was partially incomplete, however, and
contained a variety of errors, inconsistencies, and ambiguities. SBA did not establish aggressive internal
deadlines for the compilation of this information, and, therefore, had insufficient time to perform
appropriate quality control procedures before submission to us for review.

Recommendation
We recommend that the CFO:

1.G Continue to review requirements and best practices for footnote disclosures and establish a
process to ensure that required minimum disclosures and disclosures essential to the fair
presentation of SBA’s financial statements are provided. In addition, we recommend that SBA
continue to require an independent review of its footnotes by an individual not involved in their
preparation.

1.H Establish and meet an expedited timetable for preparing its MD&A and Performance Measures
information, and develop a more rigorous quality assurance review process to ensure that
information is accurate and complete by the time it is submitted to the auditors for review.
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Performance and Accountability Report FY 2006



Reissued Auditor’s Report on
Internal Controls for FY 2005

2. OFFICE OF DISASTER ASSISTANCE ADMINISTRATIVE EXPENDITURE
CONTROLS

SBA did not maintain adequate controls at its Atlanta Disaster Area Office (DAO) over the time and
attendance (T&A) reporting processes and Federal Express shipping processes during FY 2005. The T&A
process is a critical input within the payroll cycle. In addition, SBA’s policies and procedures for these
processes were not documented. These processes have inherently high risk for abuse, which could result
in improper payments or misuse of funds or assets. The processes are significantly vulnerable to abuse
largely because:

) They are decentralized.

. SBA has added approximately 2,300 temporary personnel to administer disaster loans
and is continuing to expand its resources.

) SBA’s infrastructure of a full-time cadre of disaster assistance personnel is currently at
capacity as a result of the significant number and severity of disasters occurring during
FYs 2004 and 2005.

Time and Attendance Reporting

During our tests of controls, we noted that the DAO accepted either a sign-in sheet or a daily summary
spreadsheet in lieu of employee timecards. These were submitted to the DAO by disaster field offices
daily for compilation and input into the System for Time and Attendance Reporting (STAR) at the end of
the pay period. This system generates a STAR report, which, based on standard operating procedures,
should be reviewed for accuracy and signed by employees.

The STAR reports for 30 of the 45 sampled transactions contained a stamp of “Unavailable for Signature”
in place of the required employee signature. This was often found in combination with missing employee
signature on the timecard (in the form of either a sign-in sheet or summary spreadsheet). When the
employee signature was missing from both the STAR report and timecard, the Atlanta DAO had no
assurance that the employee had certified his/her T&A for that pay period. In addition, sign-in sheets or
summary spreadsheets were missing for 4 of the 45 sample transactions.

Sign-in sheets or summary spreadsheets for 9 of 45 sampled transactions were not properly approved by
the employee supervisor. During the period of peak activity in FY 2005, the Atlanta DAO permitted the
disaster field offices to submit employee T&A using typed daily summary spreadsheets instead of
submitting the individual employee sign-in sheets, which employees frequently sent by facsimile while on
travel. Standard practice was for the supervisor to sign only the top page of the 20- to 30-page package of
daily summary spreadsheets.

GAO’s T&A guide, Maintaining Effective Control over Employee Time and Attendance Reporting
(GAO-03-352G), page 5, states:

Supervisors and timekeepers should be aware of the work time and absence of employees
for whom they are responsible. To help ensure proper recording of T&A information,
completed T&A records should be reviewed and approved on an appropriate basis by the
supervisor (or other equivalent official).
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In addition, GAQ’s Standards for Internal Control in the Federal Government, page 15, states:

Internal control and all transactions and other significant events need to be clearly
documented, and the documentation should be readily available for examination.

Federal Express Shipping Expenses

During our tests of controls, we noted that the Atlanta DAO was not able to validate electronic invoices
for Federal Express shipping charges incurred by DAO and disaster field offices, and therefore, could not
complete an effective review and approval process of amounts invoiced. Federal Express submits an
electronic data file that is uploaded for payment into the Oracle accounting system. A DAO employee
performed a comparison of the file uploaded into Oracle to an online Federal Express bill. This is not,
however, an effective control to ensure the propriety and accuracy of amounts invoiced. DAO did not
retain copies of Federal Express airbills used during the period or require field offices to maintain
shipment logs that could be used for validating invoices.

In addition, DAO did not have controls in place to account for and safeguard unused airbills or airbills
distributed to disaster field offices.

GAQO’s Standards for Internal Control in the Federal Government, page 15, states that control activities
help to ensure that all transactions are completely and accurately recorded. Page 14 also states that an
agency must establish physical control to secure and safeguard vulnerable assets.

Recommendation

2. We recommend that the CFO coordinate with the Office of Disaster Assistance to establish
policies and procedures for processing T&A reports and Federal Express shipping charges that
are effective under the current disaster assistance office environment and develop appropriate
internal controls to minimize the risk of improper payment, abuse, or misuse of assets.

3. AGENCY-WIDE INFORMATION SYSTEMS CONTROLS

SBA continued to improve internal control over its information system environment during FY 2005 in
certain areas. Specifically, SBA:

) Upgraded the Joint Accounting and Administrative Management System (JAAMS)
database and application to include stronger logical access controls and auditing
capabilities.

J Enhanced controls over its network by adding additional Intrusion Detection System

sensors to the internal network.
These accomplishments were, however, overshadowed by the following weaknesses:

. Management did not take appropriate action to correct known prior weaknesses in a
timely manner.

) Controls over administering network accounts remained weak.

J Controls over logging and monitoring activities at the network and application levels
remained weak.
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. Controls were not adequate to ensure that SBA’s IT security awareness program included
initial training for all new employees, contractors, and users and periodic refresher
training thereafter.

. Independent risk assessments were not performed and documented when systems,
facilities, or other major conditions changed. JAAMS did not undergo the recertification
and accreditation process, which would include completion of a risk assessment, before
being placed back into production after the upgrade to Oracle 11i.

. Controls were not adequate to ensure that Eagan mainframe terminals were automatically
logged off after a period of inactivity.

. Management did not take appropriate action to ensure duties within the DCMS were
adequately segregated.

o Controls were not adequate to ensure that FRIS backup files were created on a prescribed
basis and rotated offsite often enough to avoid disruption if current files were lost or
damaged.

SBA’s Office of Inspector General will issue a separate report titled Audit of SBA’s Information System
Controls, FY 2005, which will provide additional detail of our scope of work, findings, and
recommendations in the following categories:

General Control Categories

Entity-wide security program control

Access control

Application software development and program change control
System software control

Segregation-of-duty control

Service continuity control

Application Control Categories (Oracle administrative accounting system)

Authorization control

Completeness control

Integrity of processing and data file control
Accuracy control

STATUS OF PRIOR-YEAR FINDINGS
We provide the status of reportable conditions for the prior-year audit in the appendix.
OTHER MATTERS

We considered SBA’s internal control over required supplementary stewardship information by obtaining
an understanding of SBA’s internal control, determining if internal control had been placed in operation,
assessing control risk, and performing tests of control as required by OMB Bulletin 01-02. Our objectives
were not to provide assurance on internal control; accordingly, we do not provide an opinion on such
control.
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With respect to internal control related to SBA performance measures, we obtained an understanding of
the design of significant internal control relating to existence and completeness assertions, as required by
OMB Bulletin 01-02. Based our limited tests, we concluded that SBA’s control over performance
measures did not ensure accuracy and reliability, as required by OMB Circular A-136 and prevailing
accounting standards. Our procedures were not designed to provide assurance on internal control over
reported performance measures; accordingly, we do not provide an opinion on such control.

We noted certain other matters involving internal control that we will report to SBA management in a

separate letter.

This report is intended solely for the information and use of SBA management, OMB, and Congress and
is not intended to be and should not be used by anyone other than these specified parties.

COTTON & COMPANY LLP

A oy

Charles Hayward, CPA

November 15, 2005, except for the finding captioned Material Error in Note Disclosure (Added
November 2006), for which the date is November 14, 2006
Alexandria, Virginia
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APPENDIX

STATUS OF FY 2004 AUDIT FINDINGS

Description

Recommendation

Status

Financial
Management
and Reporting
Controls

We recommend that the CFO continue to develop new
quality assurance review procedures and enhance existing
procedures to ensure that all financial transactions are
properly reflected in the financial statements, and that
footnote disclosures are accurate and logical and contain
comprehensive information essential to the fair presentation
of SBA’s financial condition. We recommend performing
additional analytical procedures monthly or quarterly,
developing and completing additional checklists,
performing studies of best practices, having an independent
review conducted by individuals not associated with SBA’s
daily financial management and reporting responsibilities,
such as an outside peer reviewer. (1A)

Improvements
Noted; Modified
Repeat Condition

We recommend that the CFO continue to develop new
quality control procedures and tools and enhance existing
procedures and tools to prevent and detect errors or
misstatements in amounts recorded in SBA’s financial
accounting systems or in the accounting treatment and
presentation of economic events and to ensure that
underlying transactions in the financial statements are
accurate, complete, and presented in conformity with
federal accounting standards and principles. We
recommend that procedures be included for assigning
sufficient human resources to perform financial
management and quality assurance functions, providing
appropriate training and ensuring knowledge transfer
among accountants and analysts responsible for recording,
reviewing, and approving accounting transactions, and
developing appropriate skill sets to enable efficient,
complete, and accurate analysis of detailed and summarized
financial data. (1B)

Improvements
Noted; Modified
Repeat Condition

Continue to refine the review process implemented during
FY 2004 to identify invalid or unneeded Disaster Program
undelivered orders and develop a similar review process for
the Business Direct Loan Program. (1C)

Modified Repeat
Condition

Coordinate with the Director of OPGM to ensure that a
written grant amendment is issued to extend the
performance period for the grant identified above. (1D)

Implemented

Coordinate with OPGM to implement a control to
ensure that all future administrative undelivered orders
are supported by valid obligating documents. (1E)

Modified Repeat
Condition

............................
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Description

Recommendation

Status

We recommend that the CFO implement procedures to
require senior management review and approval of all
obligation activity in expired funds and maintain sufficient
documentation to substantiate its validity and compliance
with OMB Circular A-11 and the Anti-Deficiency Act.
(1F)

Implemented

We recommend that the CFO strengthen internal controls to
ensure that all requisite trading partner data are fully
captured in SBA’s accounting system, and that all trading
partners are contacted quarterly to reconcile differences. In
addition, we recommend that CFO seek assistance from
OMB to enhance cooperation from non-responsive trading
partners. (1G)

Implemented

Credit Reform
Controls

We recommend that the CFO investigate the feasibility of
enhancing the agency’s accounting data structure to include
a program code within the financial reporting information
system and update this new program code data element for
existing financial records. If this is not feasible, we
recommend that the CFO maintain an authoritative
crosswalk between point breaks and programs and develop
procedures to ensure accurate and consistent summarization
of data at the program level. (2A)

Implemented

We recommend that CFO continue to improve its quality
assurance and review process to ensure that historical
accounting data used in cash flow models are complete and
accurate based on underlying accounting records. (2B)

Implemented

We recommend that the CFO develop and implement
procedures for ensuring consistency and a clear audit trail
between the discount rate resulting from the interest rate re-
estimate and discount rates used for both subsequent
technical re-estimates and calculations of interest income
and expense transactions with Treasury. (2C)

Implemented

We recommend that CFO continue to refine its quality
review procedures to ensure that it correctly applies
procedures necessitated by the use of the balances
approach, if restatements are required in the future. (2D)

Implemented

We recommend that the CFO continue to develop and
refine existing analytical tools and analyses to substantiate
the reasonableness of forecasted cash flows and subsidy re-
estimates produced by its models, including analytical
analyses of actual plus projected cash flows over the cohort
life, statistical methods for establishing the degree of
uncertainty inherent in the subsidy models, and procedures

Implemented
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Reissued Auditor’s Report on
Internal Controls for FY 2005

Description Recommendation Status

to determine model quality. (2E)

We recommend that the CFO develop and test an approach | Implemented

for quantifying the impact on re-estimates and account

balances caused by differences between actual and

projected cash flows if SBA continues to use interim data

for computing its re-estimates. (2F)
Agency-Wide Please refer to SBA’s OIG report titled Audit of SBA’s Unresolved.
Information Information System Controls, FY 2004. Updated in SBA’s
Systems Control OIG report titled

Audit of SBA’s
Information System
Controls, FY 2005.
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REISSUED AUDITOR’S REPORT ON COMPLIANCE WITH LAWS AND REGULATIONS FOR FY 2005

Cotton& e N—
Company nen s

INDEPENDENT AUDITOR’S REPORT ON
COMPLIANCE WITH LAWS AND REGULATIONS

Inspector General
U.S. Small Business Administration

We audited the consolidated balance sheet of the U.S. Small Business Administration (SBA) as of
September 30, 2005, and the related consolidated statements of net cost, changes in net position, and
financing and combined statement of budgetary resources for the fiscal year then ended and have issued
our report thereon, dated November 15, 2005, except for the restated portion of Note 6.C and Note 18, for
which the date is November 14, 2006. In that report, we issued an unqualified opinion on the Fiscal Year
(FY) 2005 consolidated balance sheet; consolidated statements of net cost, changes in net position and
financing; and combined statement of budgetary resources.

We conducted our audit in accordance with auditing standards generally accepted in the United States;
standards applicable to financial audits contained in Government Auditing Standards, issued by the
Comptroller General of the United States; and Office of Management and Budget (OMB) Bulletin 01-02,
Audit Requirements for Federal Financial Statements.

SBA management is responsible for complying with laws and regulations applicable to the agency. As
part of obtaining reasonable assurance about whether SBA’s financial statements are free of material
misstatement, we performed tests of agency compliance with certain provisions of laws and regulations,
noncompliance with which could have a direct and material effect on the determination of financial
statement amounts, and certain other laws and regulations specified in OMB Bulletin 01-02, including
requirements referred to in the Federal Financial Management Improvement Act (FFMIA) of 1996. We
limited our tests of compliance to these provisions and did not test compliance with all laws and
regulations applicable to SBA.

The results of our tests of compliance with the laws and regulations described in the preceding paragraph,
exclusive of FFMIA, disclosed no instances of noncompliance that are required to be reported under
Government Auditing Standards or OMB Bulletin 01-02.

Under FFMIA, we are required to report whether SBA's financial management systems substantially
comply with federal financial management system requirements, federal accounting standards, and the
United States Government Standard General Ledger (USSGL) at the transaction level. To meet this
requirement, we performed tests of compliance with FFMIA Section 803(a) requirements. Results of our
tests disclosed instances, described below, indicating that SBA’s financial management systems did not
substantially comply with federal financial management system requirements, federal accounting
standards, and USSGL at the transaction level.

Details regarding each of the matters discussed below are in our Independent Auditor’s Report on Internal
Control (applicable section cited below).

G5~ Small Business Adminitraion
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Reissued Auditor’s Report on Compliance
with Laws and Regulations for FY 2005

SBA is not in substantial compliance with federal financial management system requirements, because:

. Access control, segregation-of-duty, and other general-control weaknesses existed, which
are described in the Office of Inspector General report titled Audit of SBA’s Information
System Controls, FY 2005. (3. Agency-Wide Information System Controls)

o Security weaknesses and non-conformances with OMB Circular A-130, Management of
Federal Information Resources, continued to exist in certain major applications and
general support systems. (3. Agency-Wide Information System Controls)

SBA was not in substantial compliance with federal accounting standards, because it:

. Overstated undelivered orders when it failed to deobligate unneeded obligations. (1.
Financial Management and Reporting Controls, Funds Management)

. Overstated the Liability for Loan Guaranties [sic] and understated Credit Program
Receivables and Related Foreclosed Property, Net, line items resulting from reversing a
journal entry in error. (1. Financial Management and Reporting Controls, Financial
Accounting Transactions and Review of Account Balances, Improper Automated
Reversing Entries)

o Improperly accounted for its loan loss allowances in liquidating funds (1. Financial
Management and Reporting Controls, Financial Accounting Transactions and Review of
Account Balances, Loan Loss Allowances in Liquidating Funds)

. Overstated loans receivables and allowance for subsidy accounts at June 30, 2005,
because it did not record a charge-off action timely. (1. Financial Management and
Reporting Controls, Financial Accounting Transactions and Review of Account
Balances, Untimely Charge-off of Loans Receivable)

o Omitted essential disclosures regarding yearend accruals to decrease disaster program
undelivered orders, FY 2005 subsidy expense, activity by component in the Liability for
Loan Guarantees account, and use of projected FY 2005 cashflows and balances in
calculating reestimates. (1. Financial Management and Reporting Controls, Financial
Statement Preparation and Quality Assurance)

SBA was not in substantial compliance with the USSGL at the transaction level, because it:

o Recorded invalid spending authority from offsetting collections, obligations incurred, and
recoveries of prior-year obligations due to improper budget proforma posting logic. (1.
Financial Management and Reporting Controls, Financial Accounting Transactions and
Review of Account Balances, Budget Proforma Entries)

o Did not use proper posting logic when calculating an automated month-end credit reform
journal entry. (1. Financial Management and Reporting Controls, Financial Accounting
Transactions and Review of Account Balances, Proforma Credit Reform Accounting
Transactions)

o Did not properly account for borrowing transactions (1. Financial Management and
Reporting Controls, Financial Accounting Transactions and Review of Account
Balances, Treasury Borrowing Transactions)

............................
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Reissued Auditor’s Report on Compliance
with Laws and Regulations for FY 2005

SBA’s Office of the Chief Financial Officer is responsible for financial management systems within SBA.
We recommend that SBA assign priority to corrective actions for these FFMIA-related matters consistent
with requirements of OMB Circular A-50, Audit Followup.
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Providing an opinion on compliance with certain provisions of laws and regulations was not an objective
of our work; accordingly, we do not express such an opinion.

This report is intended solely for the information and use of SBA management, OMB, and Congress and
is not intended to be and should not be used by anyone other than these specified parties.

COTTON & COMPANY LLP

A

Charles Hayward, CPA

November 15, 2005, except for reference to our reissued audit report
Alexandria, Virginia

SIS 217
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FINANCIAL STATEMENTS AND NOTES

The U.S. Small Business Administration prepares its financial statements as a critical aspect of ensuring the accountability
and stewardship for the public resources entrusted to the SBA. Preparation of these statements is also an important part of
the SBA's financial management goal of providing accurate and reliable information that may be used to assess performance
and allocate resources.

SBA's management is responsible for the accuracy and propriety of the information contained in the principal financial
statements and the quality of internal controls. The statements are, in addition to other financial reports, used to monitor
and control budgetary resources. The SBA prepares financial statements from its books and records in accordance with the
accounting principles generally accepted in the United States for federal entities and the formats prescribed by the Office of
Management and Budget.

The Consolidated Balance Sheet summarizes the assets, liabilities and net position by major category as of the reporting
date. Intragovernmental assets and liabilities resulting from transactions between federal agencies are presented separately
from assets and liabilities resulting from transactions with the public.

The Consolidated Statement of Net Cost shows, by strategic goal, the net cost of operations for the reporting period. Net
cost of operations consists of full program costs incurred by the SBA less the exchange revenues earned by those programs.

The Consolidated Statement of Changes in Net Position presents the SBA's beginning and ending net position by two
components - Cumulative Results of Operations and Unexpended Appropriations. It summarizes the change in net position by
major transaction category. The ending balances of both components of net position are also reported on the Balance Sheet.

The Combined Statement of Budgetary Resources provides information about funding and availability of budgetary
resources and the status of those resources at the end of the reporting period. Data on the Combined Statement of Budget-
ary Resources is consistent with information reflected on the Report on Budget Execution and Budgetary Resources (SF 133),
with the one exception of offsetting receipts. Offsetting receipts offset budget authority and outlays at the agency level in
the Budget of the United States Government, but are n